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TECHNIQUES FOR STORING DATA BASED UPON STORAGE 

POLICIES 
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5 [01] This application claims priority from and is a non-provisional of fee 

following applications, the entire contents of which are herein incorporated by reference for 
all purposes: 

[02] (1) U.S. Provisional Patent Application No. 60/316,764 (Attorney 
Docket No. 21154-000200US) filed August 31, 2001; and 
10 [03J (2) U.S. Provisional Patent Application No. 60/358,91 5 (Attorney 

Docket No. 21154-OG0400US) filed February 21, 2002. 

[04] This application also incorporates by reference for all purposes the 
entire contents of the following applications: 

[05] (1) U.S. Provisional Patent Application No. 60/340,227 (Attorney 
15 Docket No. 21154-000300US) filed December 14, 2001; and 

[06] (2) U.S. Non-Provisional Patent Application No. 10/133,123 (Attorney 
Docket No. 21 154-000310US) filed April 25, 2002. 



BACKGROUND OF THE INVENTION 
20 [07] The present invention relates generally to the field of data storage and 

management, and more particularly to techniques for determining storage locations for data 
in a storage environment based upon storage policies configured for the storage environment. 

[08] Heterogeneous and complex storage environments comprising storage 
systems and devices with different cost, capacity, bandwidth, and other performance 
25 characteristics are rapidly replacing conventional homogeneous data storage environments. 
Due to their heterogeneous nature, managing storage of data in such environments is a 
difficult and complex task. An important information management function in such 
heterogeneous data storage environments is to determine where to store the data among the 
various available storage devices in a manner that reduces costs associated with the data 
30 storage while providing efficient data access. 

[09] In several conventional data storage environments, the decision where 
to store the data is generally manually determined by a user (e.g., a system administrator) of 
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the data storage environment The user may make the decision based upon data usage 
patterns and upon characteristics of the storage devices available in the storage environment 
for storing the data. Accordingly, in such environments, the system administrator has to 
gather frequency and data usage information, data access and performance requirements, and 
5 frequency of access information from users or consumers of the data. The administrator also 
has to determine characteristics (e.g., cost, capacity, other performance characteristics) of 
storage devices available for storing the data. The administrator then typically makes an 
educated guess as to where the data is to be stored. While the manual approach described 
above may be feasible in simple homogeneous storage environments supporting a small 

1 0 number of data consumers, such an approach is impractical for today's large and 
heterogeneous storage environments. 

[10] Presently, several conventional data management systems are available 
that automate part of the data storage decision making process. For example, automated data 
backup applications are available that perform hierarchical storage management (HSM) to 

IS move data from online to off-line storage (or primary to secondary backup media). However, 
conventional data management systems do not presently offer the flexibility, control, and 
automation desired by system administrators for managing large heterogeneous storage 
environments comprising a large number of data consumers, servers, and hosts. 

[1 1] In light of the above, there is a need for automated techniques that 

20 allow data storage administrators to efficiently manage distributed data and storage resources 
with minimum intervention in a manner the facilitates efficient data access while optimizing 
the use of available storage resources. 

BRIEF SUMMARY OF THE INVENTION 
25 [1 2] Embodiments of the present invention provide automated techniques 

for determining storage locations for data in a storage environment based upon storage 
policies configured for the storage environment. The storage location is determined in a 
manner that enables efficient data access while optimizing the available storage resources 
with minimum human intervention. The storage locations are determined based upon 
30 characteristics associated with the data to be stored, based upon characteristics of the storage 
devices, and based upon storage policies configured for the storage environment. 

[13] According to an embodiment of the present invention, techniques are 
provided for a storage device for storing data in a storage environment comprising a plurality 
of storage devices. An embodiment of the present invention receives a signal to store a data 
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file. The present invention embodiment then identifies a set of one or more placement rules 
configured for the storage environment, each placement rale comprising data-related criteria 
identifying one or more conditions related to one or more characteristics of the data to be 
stored and device-related criteria identifying one or more conditions related to one or more 
5 storage device characteristics. A data value score (DVS) is calculated for each placement 
rule in the set of placement rales based upon the data-related criteria of the placement rule 
and characteristics of the data file. The present invention embodiment then determines a 
storage device, from the plurality of storage devices, for storing the data file based upon the 
set of placement rules and their associated DVSs, characteristics of the plurality of storage 
1 0 devices, and characteristics of the data file to be stored. 

[141 The foregoing, together with other features, embodiments, and 
advantages of the present invention, will become more apparent when referring to the 
following specification, claims, and accompanying drawings. 

1 5 BRIEF DESCRIPTION OF THE DRAWINGS 

[15] Fig. 1 is a simplified block diagram of a distributed system that may 
incorporate an embodiment of the present invention; and 

[16] Fig. 2 is a simplified block diagram of a data management server 
according to an embodiment of the present invention; 
20 [17] Fig. 3 depicts examples of placement rules according to an . 

embodiment of the present invention; 

[18] Fig. 4 is a simplified high-level flowchart depicting a method of 
selecting a storage device from a storage environment for storing a data file based upon a 
storage policy configured for the storage environment according to an embodiment of the 
25 present invention; and 

[19] Figs. 5 A and 5B depict a simplified high-level flowchart showing 
processing performed for identifying a storage device for storing the data file based upon the 
ranked placement rules and based upon characteristics of the storage devices and the data file 
according to an embodiment of the present invention. 

30 

DETAILED DESCRIPTION OF THE INVENTION 
[20] Embodiments of the present invention provide automated techniques 
for storing data in a data storage environment. According to an embodiment of the present 
invention, techniques are provided for determining storage locations for data in a 
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heterogeneous storage environment based upon storage policies configured for the storage 
environment. Embodiments of the present invention thus facilitate storage of data in a 
manner that enables efficient data access while optimizing the use of available storage 
resources with minimum human intervention. 
5 [211 According to an embodiment of the present invention, a data 

management system coupled to a heterogeneous data storage environment is configured to 
automate data management and storage functions. In this embodiment, the data management 
system is configured to monitor and analyze data and storage resource usage patterns and 
determine optimal storage locations for the data based upon the usage patterns. The data 

1 0 management system is also configured to determine storage locations for the data based upon 
characteristics of the data and the storage devices and based upon storage policies configured 
for the storage environment. The storage policies may be configured by a user (e.g., an end- 
user, a system administrator, a manager, etc.) of the storage environment. 

[22] The embodiment of the present invention described below describes 

1 5 techniques for determining storage locations for data stored in the form of data files. It 
should however be understood that, in addition to data files, the teachings of the present 
invention may also be used to determine storage locations for other units of data such as 
block data. Accordingly, the embodiments of the present invention described below are not 
meant to limit the scope of the present invention. 

20 [23] Fig. 1 is a simplified block diagram of a distributed system 100 that 

may incorporate an embodiment of the present invention. Distributed system 100 comprises 
a plurality of computer systems and storage devices coupled to one or more communication 
networks via a plurality of communication links. As depicted in Fig. 1, distributed system 
100 comprises a plurality of computer systems including one or more user (client) systems 

25 102 coupled to communication network 1 12, a plurality of server systems including a data 
management server (DMS) 104, an application service provider (ASP) server 106, a server 
108 providing connectivity to a communication network 110 such as the Internet, a file server 
122, a database server 124, and various other types of servers. Distributed computer network 
100 depicted in Fig. 1 is merely illustrative of an embodiment incorporating the present 

30 invention and does not limit the scope of the invention as recited in the claims. One of 
ordinary skill in the art would recognize other variations, modifications, and alternatives. 

[24] The communication networks depicted in Fig. 1 such as 
communication networks 1 12 and 1 10 provide a mechanism for allowing communication and 
exchange of information between the various computer systems and storage devices depicted 
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in Fig. ! . The communication networks may themselves be comprised of many 
interconnected computer systems and communication links. For example, communication 
network 1 12 may be a LAN (as depicted in Fig. 1), a wide area network (WAN), a wireless 
network, an Intranet, a private network, a public network, a switched network, or any other 
5 suitable communication network. Likewise, communication network 110 may also be any 
other communication network such as the Internet (as depicted in Fig. 1), or any other 
computer network. 

[25] The communication links used to connect the various systems depicted 
in Fig. 1 may be of various types including hardwire links, optical links, satellite or other 

10 wireless communications links, wave propagation links, or any other mechanisms for 

communication of information. Various communication protocols may be used to facilitate 
communication of information via the communication links. These communication protocols 
may include TCP/IP, HTTP protocols, extensible markup language (XML), wireless 
application protocol (WAP), Fiber Channel protocols, protocols under development by 

15 industry standard organizations, vendor-specific protocols, customized protocols, and others. 

[26] Computer systems connected to a distributed system such as system 
100 depicted in Fig. 1 may be classified as "clients" or "servers" depending on the roles the 
computer systems play with respect to requesting information or a service or 
storing/providing information or a service. Computers systems that are used by users to 

20 configure information requests or service requests are typically referred to as "client" 

computers. Computer systems that receive information requests and/or service requests from 
client systems, perform processing required to satisfy the requests, and forward the 
results/information corresponding to the requests back to the requesting client systems are 
usually referred to as "server" systems. The processing required to satisfy a client request 

25 may be performed by a single server system or may alternatively be delegated to other 
servers. Accordingly, the server systems depicted in Fig. 1 are configured to provide 
information and/or provide a service requested by requests received from one or more client 
computers. It should however be understood that a particular computer system might 
function both as a server and a client. 

30 [27] Users of distributed system 100 may use user systems 102 to access 

data stored by one or more computer systems or storage devices depicted in Fig. 1 . As 
depicted in Fig. 1, user systems 102 may be coupled to communication network 1 12 via one 
or more communication links. A user system 102 generally functions as a client requesting 
data and services from the server systems. A user may also interact with other systems 
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depicted in Fig. 1 via user system 102. For example, a user may use client system 102 to 
interact with data management server 104. User systems 102 may be of different types 
including a personal computer, a portable computer, a workstation, a computer terminal, a 
network computer, a mainframe, a kiosk, a personal digital assistant (PDA), a communication 

5 device such as a cell phone, or any other data processing system. 

[28] Among the server systems depicted in Fig. 1, DMS 104 is configured 
to perform processing to provide automated techniques for determining storage locations for 
data in the storage environment depicted in Fig. 1. SSP server 108 is configured to provide 
access to communication network 1 10. File server 122 may be configured to manage 

10 directories and file systems. Database server 124 may be configured to store a database and 
process database queries. ASP server 106 may be configured to provide an application 
service. 

[29] As indicates above, according to an embodiment of the present 
invention, DMS 104 is configured to perform processing to automate data store and manage . 
1 5 data in distributed system 1 00. The processing may be performed by software modules 

executed by DMS 104, by hardware modules coupled to DMS 104, or combinations thereof. 
According to an embodiment of the present invention, DMS 104 determines storage locations 
for the data based upon characteristics associated with the data to be stored, characteristics of 
storage devices available for storing the data, and based upon storage policies configured for 
20 the storage environment. The storage policies may be configured by a user (e.g., end-user, 
system administrator, manager, etc.) of the storage environment. 

[30] Information used by DMS 1 04 to perform processing according to the 
teachings of the present invention may be stored in a memory location accessible to DMS 
104. For example, as depicted in Fig. 1, information related to the data, the storage devices, 
25 and the storage policies that is used by DMS 104 may be stored in a storage repository or 
database 126 accessible to DMS 104. As depicted in Fig. 1, the information stored in 
database 126 may include information related to orie or more storage policies 128 that may be 
configured by a system administrator, device characteristics information 130, data 
characteristics information 132, and other information 134. Details related to storage policies 
30 information 128, device characteristics information 130, and data characteristics information 
132 are provided below. The information may be stored in a single database as shown in Fig. 
1, or may be stored in separate databases. It should be understood that the information might 
be stored in various other formats known to those skilled in the art. The information may be 
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stored on storage devices such as memory drives, disks, tapes, in the memory of computer 
systems, or the like. 

[31] According to an embodiment of the present invention, distributed 
system 100 comprises a plurality of storage devices that can be used to store and/or backup 
5 data. As depicted in Fig. 1, the storage device include various dedicated storage devices 116, 
one or more computer systems depicted in Fig. 1, devices included in storage networks such 
as storage area network (SAN) 114, network attached storage (NAS) (not shown), and others. 
Examples of storage devices include tapes, disk drives, optica! disks, RAID structures, solid 
state storage, and other types cf computer-readable storage media. In general, use of the term 

10 "storage device" is intended to refer to any system, subsystem, device, computer medium, 
network, or other like system or mechanism that is capable of storing data in digital or 
electronic form. The storage devices may be directly coupled to DMS 104, coupled to DMS 
104 via a communication network such as communication network 112, coupled to DMS 104 
via storage networks (e.g., storage area network (SAN) 114), and via other techniques. 

15 [32] As is known to those skilled in the art, storage devices may be 

characterized by the amount of time required to access data (referred to as "data access time") 
stored by the storage devices. For example, storage devices may be characterized as on-line 
storage devices, near-line storage devices, off-line storage devices, and others. The data 
access time for an on-line storage device is generally shorter than the access time for a near- 

20 line storage device. The access time for an off-line storage is generally longer than the access 
time for a near-line storage device. An off-line storage device is generally a device that is not 
readily accessible to DMS 104. Examples of off-line storage devices include computer- 
readable storage media such as tapes, optical devices, and the like. User interaction may be 
required to access data from an off-line storage device. For example, if a tape is used as an 

25 off-line device, the user may have to make the tape accessible to DMS 104 before data stored 
on the tape can be restored by DMS 104. 

[33] It should be understood that various other criteria might also be used to 
classify or characterize storage devices. It should be understood that classification of a 
storage device is not required by the present invention and should not be construed to limit 

30 the scope of the present invention as recited in the claims. 

[34] As stated above, according to an embodiment of the present invention, 
DMS 104 is configured to perfonn processing to store and manage data according to the 
teachings of the present invention. Fig. 2 is a simplified block diagram of DMS 104 
according to an embodiment of the present invention. As shown in Fig. 2, DMS 104 includes 
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at least one processor 202, which communicates with a number of peripheral devices via a 
bus subsystem 204. These peripheral devices may include a storage subsystem 206, 
comprising a memory subsystem 208 and a file storage subsystem 210, user interface input 
devices 212, user interface output devices 214, and a network interface subsystem 216. The 
5 input and output devices allow user interaction with DMS 104. A user may be a human user, 
a device, a process, another computer, and the like. 

[35] Network interface subsystem 216 provides an interface to other 
computer systems, networks, and devices. Embodiments of network interface subsystem 216 
include an Ethernet card, a modem (telephone, satellite, cable, ISDN, etc.), (asynchronous) 
10 digits? subscriber line (DSL) units, and the like. 

[36] User interface input devices 212 may include a keyboard, pointing 
devices such as a mouse, trackball, touchpad, or graphics tablet, a scanner, a barcode scanner, 
a touchscreen incorporated into the display, audio input devices such as voice recognition 
systems, microphones, and other types of input devices. In general, use of the term "input 
15 device" is intended to include all possible types of devices and ways to input information to 
DMS 104. 

[37] User interface output devices 214 may include a display subsystem, a 
printer, a fax machine, or non-visual displays such as audio output devices. The display 
subsystem may be a cathode ray tube (CRT), a flat-panel device such as a liquid crystal 
20 display (LCD), or a projection device. The display subsystem may also provide non- visual 
display such as via audio output devices. In general, use of the term "output device" is 
intended to include all possible types of devices and ways to output information from DMS 
104. 

[38] Storage subsystem 206 may be configured to store the basic 
25 programming and data constructs that provide the functionality of DMS 104. For example, 
according to an embodiment of the present invention, software modules implementing the 
functionality of the present invention may be stored in storage subsystem 206. These 
software modules may be executed by processor(s) 202. In a distributed environment, the 
software modules may be stored on a plurality of computer systems and executed by 
30 processors of the plurality of computer systems. Storage subsystem 206 may also provide a 
repository for storing data and various databases that may be used to store information 
according to the teachings of the present invention. For example, storage policies 
information 128, device characteristics information 130, and data characteristics information 
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132 may be stored in storage subsystem 2C6. Storage subsystem 206 may comprise memory 
subsystem 208 and file/disk storage subsystem 210. 

[39J Memory subsystem 208 may include a number of memories including 
a main random access memory (RAM) 218 for storage of instructions and data during 
5 program execution and a read only memory (ROM) 220 in which fixed instructions are 

stored. File storage subsystem 210 provides persistent (non-volatile) storage for program and 
data files, and may include a hard disk drive, a floppy disk drive along with associated 
removable media, a Compact Disk Read Only Memory (CD-ROM) drive, an optical drive, 
removable media cartridges, and other like storage media. One or more of the drives may be 

10 located at remote locations on other connected computers. 

[40] Bus subsystem 204 provides a mechanism for letting the various 
components and subsystems of DMS 104 communicate with each other as intended. The 
various subsystems and components of DMS 104 need not be at the same physical location 
but may be distributed at various locations within network 100. Although bus subsystem 204 

15 is shown schematically as a single bus, alternative embodiments of the bus subsystem may 
utilize multiple busses. 

[41] DMS 104 itself can be of varying types including a personal computer, 
a portable computer, a workstation, a network computer, a mainframe, a kiosk, a personal 
digital assistant (PDA), a communication device such as a cell phone, or any other data 

20 processing system. Due to the ever-changing nature of computers and networks, the 

description of DMS 104 depicted in Fig. 2 is intended only as a specific example for purposes 
of illustrating the preferred embodiment of the computer system. For example, other types of 
processors are contemplated, such as the Athlon™ class microprocessors from AMD, the 
Pentium™ -class or Celeron™-class microprocessors from Intel Corporation, PowerPC™ G3 

25 or G4 microprocessors from Motorola, Inc., Crusoe™ processors from Transmeta, Inc. and 
the like. Further, other types of operating systems are contemplated in alternative 
embodiments including WindowsNT™ from Microsoft, Solaris from Sun Microsystems, 
LINUX, UNIX, MAC OS X from Apple Computer Corporation, and the like. Many other 
configurations having more or fewer components than the system depicted in Fig. 2 are 

30 possible. 

[42] As indicated above, according to the teachings of the present invention, 
DMS 104 determines locations for storing data in distributed network 100 based upon one or 
more storage policies configured for the storage environment, based upon information 
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identifying characteristics of the data to be stored, and based upon information identifying 
characteristics of the storage devices available for storing the data in the storage environment. 

[43] According to an embodiment of the present invention, a storage policy 
specifies when and how data is to be stored and/or migrated. A storage policy may comprise 
5 one or more rales that may be configured by an administrator of the storage environment. 
These rules may include rules that specify when data is to be stored in the storage 
environment or when data is to be migrated from one storage location to another. The rales 
may also include rules specifying the storage location where the data is to be stored. The 
storage location may identify a storage device to be used for storing the data and may also 

1 0 identify where on the storage device (e.g., volume, directory, etc.) the data is to be stored. 

[44] According to an embodiment of the present invention, a storage policy 
includes one or more "placement rules" and "migration rules". A placement rule identifies 
the criteria to be used for selecting a storage device for storing the data. In one embodiment, 
each placement rule is implemented as an IF. . .THEN clause in the policy engine. This 

15 clause describes the conditions associated with the IF clause that need to be evaluated and the 
actions to be performed when the IF clause is satisfied. Various conditions and properties of 
the data (e.g., type of data„size of a data file, owner of the file, etc.) and of storage devices 
for storing the data (e.g., available capacity of a storage device, bandwidth capability of a 
storage device, cost of storing data on a storage device, etc.) may be specified in the IF 

20 clause. For purposes of this invention, the actions typically include storing data in a 

particular storage location or migrating data from a first storage location to another storage 
location. 

[45] A migration rule describes when one or more placement rules are to be 
evaluated. In one embodiment, each migration rule is implemented as a WHEN clause in the 

25 policy engine. The WHEN clause generally specifies one or more events (e.g., temporal 
events that change with time) that can be monitored by DMS 104. Examples of events that 
may be specified in a WHEN clause include: a data file is created, a data file is modified, 
usage of a storage volume exceeds or falls below a certain threshold, a time related event has 
occurred, and the like. A WHEN clause is satisfied or evaluates to TRUE when one or more 

30 events specified in the WHEN occur or evaluate to true. 

[46] Multiple events or conditions may be connected together in a WHEN 
clause or in an IF clause using one or more logical or Boolean operators. For example, 
Boolean operators such as AND, OR, NOT, and the like may be used. As described above, 
an IF clause is evaluated only when a WHEN clause evaluates to TRUE. Further details 
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related to IF. . .THEN clauses and WHEN clauses are described in U.S. Provisional Patent 
Application No. 60/340,227 (Attorney Docket No. 21 154-Q00300US) filed December 14, 
2001, and U.S. Non-Provisional Patent Application No. 10/133,123 (Attorney Docket No. 
21 154-000310US) filed April 25, 2002, the entire contents of which are herein incorporated 
5 by reference for all purposes. 

[47] According to an embodiment of the present invention, the rules 
associated with a storage policy are evaluated when DMS 104 receives a signal to determine 
a storage location for some data such as a file being managed by DMS 104. The signal may 
be triggered manually by a user of the present invention or may be triggered in response to a 

10 signal received from another application or process. The storage policy rules may also be 
evaluated when files are to be selected for migration from one device to another while 
performing capacity balancing, for load balancing purposes, or for performing other storage 
management tasks such as increasing data and/or space availability. DMS 104 may perform 
capacity balancing in response to a signal triggered by a user of the storage environment in 

15 response to a signal received from another application or process. 

[48] According to an embodiment of the present invention, information 
such as device characteristics information 130 and data characteristics information 132 is 
used as input parameter for evaluating one or more storage rules specified by a storage 
policy. For example, device characteristics 130 and data characteristics 132 are used as 

20 inputs to evaluate the WHEN and IF. . .THEN clauses. 

[49] According to an embodiment of the present invention, device 
characteristics information 130 includes information related to storage devices available in 
the storage environment for storing data and other information. DMS 104 uses the device 
characteristics information 130 to evaluate rules defined in a storage policy to determine 

25 optimal locations for storing data. According to an embodiment of the present invention, 
device characteristics information 130 for a storage device may include: 

[50] (1 ) Available capacity information: This information indicates the 
available storage capacity of the storage device. This value is usually expressed as a 
percentage of the total storage capacity of the storage device. For example, if the total 

30 storage capacity of a storage device is 100 Mbytes, and if 40 Mbytes are free for storage (i.e., 
60 Mbytes are already used), then the available capacity of the storage device may be 
expressed as 40% available. The value may also be expressed as the amount of free storage 
capacity (e.g., in Mbytes, GBytes, etc.) This information may be dynamically monitored and 
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tracked by DMS 104 for a storage device by examining the actual usage of the storage 
device. 

[51] (2) Cost information: This information indicates the cost of storing 
data on a storage device. The cost may be measured as number of dollars per unit of memory 
5 (e.g., doIlars-per-Gigabyte, dollars-per-Megabyte, etc). A system administrator or user of the 
present invention may configure this information. 

[52] (3) Supported bandwidth information: This information is usually 
measured as a unit of data per unit of time (e.g., Mbps -> megabits-per-second, etc.) and 
expresses the bandwidth capability of a storage device. In alternative embodiments, 
10 qualitative classifications may also be used to represent this information. For example, 
supported bandwidth for a storage device may be classified as "high", "medium", or "low". 
Each qualitative classification may correspond to a range of preset unit-of-data per unit-of- 
time values. A system administrator or user of the present invention may configure this 
information. 

1 5 [53] (4) Desired threshold information: This information identifies one or 

more thresholds that may be configured by a system administrator or user for storing data on 
a device. For example, a system administrator may specify a storage capacity threshold for a 
device. Each threshold may be expressed as a percentage of the total capacity of the storage 
device. For a particular storage device, thresholds may also be defined for particular types of 

20 data to be stored on the device. Each threshold associated with a data type may indicate the 
percentage of total capacity of the device that the user desires to allocate for storing data of 
the particular type. For example, a user may configure that only up to 15% of the total 
capacity of a storage device may be used for storing MS Office files, or only up to 25% of the 
total capacity of the storage device capacity may be used for storing electronic mail data, etc. 

25 [54] (5) File size requirement: This information indicates the threshold size 

(either minimum threshold or maximum threshold) of a data file before the file can be stored 
on the storage device. For example, the file size requirement information may indicate that a 
file has to be at least a certain size before it can be stored on the device, or that any file above 
a particular size cannot be stored on the storage device, or the like. A user of the present 

30 invention may configure the file size requirement for a device. 

[55] (6) Availability characteristics. This is a qualitative value that 
represents the administrator's perception of the relative availability of the device (e.g., high, 
medium, or low). For example, the qualitative value may be set based upon the degree of 
replication of the device (e.g., RAID levels: RAID 10, RAID 5 is high, RAID 0, RAID 1 is 
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medium etc). Other factors that may influence the availability characteristics include 
hardware availability features such as number of redundant power supplies, redundant 
controllers, multiple access paths to the device, etc. 

[56] It should be understood that various other types of information might 
5 also be included in device characteristics information 130 in alternative embodiments of the 
present invention. Further, in alternative embodiments of the present invention, device 
characteristics information 130 may include more information or less information than that 
described above. 

[57] A system administrator may also group one or more storage devices 

10 into volumes or volume groups. A volume may represent an identifiable unit of storage space 
based upon one or more storage devices. For example, storage devices that have the similar 
static characteristics may be grouped into a volume group or set. A storage device may also 
be divided into one or more separately identifiable volumes. It should be understood that 
information such as the available capacity information may be different for each volume (or 

15 storage device) in a volume group. Accordingly, each volume in a volume group may be 
individually monitored by DMS 104. 

[58] As indicated above, in addition to device characteristics information 
130, data characteristics information 132 is also used as a parameter for evaluating one or 
more storage rules specified in a storage policy. According to an embodiment of the present 

20 invention, data characteristics information 132 includes information related to the data to be 
stored. For purposes of describing an embodiment of the present invention, it is assumed that 
the data is stored in the form of files ("data files"). It should be understood that in alternative 
embodiments of the present invention, various other techniques or methods may be used to 
store the data. According to an embodiment of the present invention, for each data file, data 

25 characteristics information 132 associated With the data file may include: 

[59] (1) Relevance of data information ("relevance score"): This 
information represents a value indicating a priority assigned by the administrator to the data 
file. For example, according to an embodiment of the present invention, the user or 
administrator may assign a number in the range of 0 and 1, with 0 being least important and 1 

30 being most important. The relevance score can be assigned to any combination of file types 
and ownership, with a default relevance score used when the administrator makes no explicit 
assignment. For example, a content provider may assign a higher score to all JPEG files and 
files owned by the authoring group than to other files. 

[60] (2) File Size information: This indicates the size of a data file. 
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[61} (3) File type information: This indicates fee type of data stored by the 
data file. A data file may be of various different types. These types may be defined by a user 
of fee storage environment or may alternatively be defined by fee storage environment. 
Examples of file types include image files, email files, MS Office file, etc. 

[62] (4) File ownership information: This information indicates fee owner 
of fee data file. Generally, fee creator of a data file is designated as the owner of fee file. 

[63] (5) Data bandwidth requirement information: This information 
indicates fee bandwidth requirement for a data file. This information is used for determining 
a storage location for fee file. A user or system administrator of fee storage environment 
generally configures this information. 

[64] (6) File access information: This information indicates the file access 
pattern associated with a data file. For example, this information may include information 
related to when a file was created or accessed, identity of the person accessing fee file, last 
access time of the file, and other like information. This information may be automatically 
monitored by DMS 104. 

[65] (7) Current file location information: This information indicates the 
current location of the file. 

[66] It should be understood that various other types of information might 
also be included in data characteristics information 132 in alternative embodiments of the 
present invention. Further, in alternative embodiments of the present invention, data 
characteristics information 132 may include more information or less information than that 
described above. 

[67] A system administrator may also define data groups. Each data group 
may comprise one or more data files that share similar characteristics. 

[68] As indicated above, data characteristics information 1 32 and device 
characteristics information 130 serve as parameters to migration and placement rules defined 
according to a storage policy. As described above, a placement rule is evaluated only after 
conditions specified by a migration rule are satisfied. According to an embodiment of the 
present invention, each placement rule may comprise the following portions: 

(1) Data usage criteria information 

(2) File selection criteria information 

(3) Location constraint criteria information 

The term "data-related criteria" may be used to refer to data use criteria information and file 
selection criteria information since they comprise conditions associated with the data to be 
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stored. The tern: "device-related criteria" may be used to refer to local constraint infonriation 
since it comprises conditions related to storage devices. 

[69] Fig. 3 depicts examples of placement rules according to an 
embodiment of the present invention. In Fig. 3 , each row 308 of table 300 specifies a 
5 placement rule. Column 302 of table 300 identifies the file selection criteria information for 
each rule, column 304 of table 300 identifies the data usage criteria information for each 
placement rule, and column 306 of table 300 identifies the location constraint criteria 
information for each rule. 

[70] The "file selection criteria information" specifies information 
10 identifying a set of data files that is eligible for the specific placement rule. According to an 
embodiment of the present invention, the selection criteria information for a placement rules 
specifies one or more clauses (or conditions) related to a data characteristics parameter such 
as file type, relevance score of file, file owner, etc. Each clause may be expressed as an 
absolute value (e.g., File type is "Office files") or as an inequality (e.g., Relevance score of 
15 file > 0.5). Multiple clauses may be connected by Boolean connectors (e.g., File type is 
"Email files" AND File owner is "John Doe") to form a Boolean expression. The file 
selection criteria information may also be left empty (i.e., not configured or set to NULL 
value), e.g., file selection criteria for placement rules 308-6 and 308-7 depicted in Fig. 3. 
According to an embodiment of the present invention, the file selection criteria information 
20 defaults to a NULL value. An empty or NULL file selection criterion is valid and indicates 
that all files are selected or are eligible for the placement rule. 

[71] The "data usage criteria information" specifies criteria related to file 
access information associated with a data file. For example, for a particular placement rule, 
this information may specify a time (e.g., timestamp) associated with a data file that falls 
25 within specific date ranges. The timestamp can correspond to a creation date, the date a file 
was last modified, the date when a file was last accessed, and the like. The criteria may be 
specified using one or more clauses or conditions related to file access information connected 
using Boolean connectors. The data usage criteria clauses may be specified as equality 
conditions or inequality conditions. An example of data usage criteria is "file last accessed 
30 between 7 days to 30 days ago" (corresponding to placement rule 308-2 depicted in Fig. 3). 
The administrator or user of the present invention may set this criterion. 

[72] The "location constraint information" for a particular placement rule 
specifies one or more constraints that must be satisfied by a storage device selected for 
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storing data based upon the particular placement rule. Accordingly, location constraint 
information generally specifies parameters associated with a storage device. The location 
constraint information may be left empty or may be set to NULL to indicate that no 
constraints are applicable to the placement rule (e.g., location constraint information 
corresponding to placement rule 308-3 depicted in Fig. 3). According to an embodiment of 
the present invention, the constraint information may be set to LOCAL (e.g., location 
constraint information for placement rules 308-1 and 308-6) which implies that data file will 
be stored on a Iced storage device (local to the device used to create the data file) and will 
not be moved or migrated to another storage device. A specific volume group, or a specific 
device may be specified in the location constraint information for storing the data file. A 
minimum bandwidth requirement (e.g., Bandwidth >= 10 MB/s) may be specified indicating 
Chat the data can only be stored on a storage device satisfying the constraint. Various other 
constraints or requirements may also be specified (e.g., constraints related to file size, 
availability, etc.). The constraints specified by the location constraint information are 
generally hard constraints implying that a data file cannot be stored on a device that does not 
satisfy the location constraints. 

[73] Fig. 4 is a simplified high-level flowchart 400 depicting a method of 
selecting a storage device from a storage environment for storing a data file based upon a 
storage policy configured for the storage environment according to an embodiment of the 
present invention. The method may be performed by DMS 104, or by DMS 104 in 
association with other data processing systems. In the embodiment described below the 
method is performed by DMS 104. The method may be performed by software modules 
executed by processors) 202 of DMS 104, or by hardware modules coupled to DMS 104, or 
combinations thereof. Flowchart 400 depicted in Fig. 4 is merely illustrative of an 
embodiment incorporating the present invention and does not limit the scope of the invention 
as recited in the claims. One of ordinary skill in the art would recognize variations, 
modifications, and alternatives. 

[74] As depicted in Fig. 4, processing is initiated when DMS 104 receives a 
signal that triggers evaluation of a storage policy (step 402). The signal may be automatically 
received from another system or application or may be manually generated by a user (e.g., a 
system administrator of the storage environment) of the present invention. Various different 
events may trigger generation of the signal. For example, the signal may be generated when 
a storage capacity threshold has been reached and/or one or more data files are to be stored in 
the storage environment. The signal may also be generated when one or more data files 
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stored in the storage environment are to he relocated to another storage location within the 
storage environment. The signal may also be generated when a storage management 
application needs to migrate a set of data files from one storage location to another in order to 
free up storage capacity, perform capacity balancing, load balancing, or other storage 
5 management tasks. For purposes of explaining flowchart 400 depicted in Fig, 4, it is assumed 
that the signal is generated when a particular data file is to be stored in the storage 
environment depicted! in Fig. 1. 

[75] Upon receiving the signal, DMS 104 determines a set of one or more 
migration rules that evaluate to TRUE based upon the signal received in step 402 (step 404). 
10 As indicated above, according to an embodiment of the present invention, each migration rule 
may be implemented as a WHEN clause. Accordingly, in step 404, DMS 104 determines a 
set of one or more WHEN clauses that evaluate to TRUE. 

[76J DMS 1 04 then determines a set of one or more placement rules, 
corresponding to the migration rules determined in step 404 (step 406). As previously 
15 described, each placement rule identifies criteria to be used for selecting a storage device for 
storing the particular data file. 

[77] DMS 1 04 then generates a score for each placement rule determined in 
step 406 (step 408). According to an embodiment of the present invention, a numerical score 
(referred to as the Data Value Score or DVS) is generated for each placement rule. For each 
20 placement rule, the DVS generated for the placement rule indicates the level of suitability or 
applicability of the placement rule for the data set (e.g., the data file) to be stored. The value 
of the DVS for a particular placement rule is based upon the characteristics of the data file to 
be stored. For example, according to an embodiment of the present invention, higher scores 
are generated for placement rules that are deemed more suitable or relevant to the data file to 
25 be stored. 

[78] Several different techniques may be used for generating a DVS for a 
placement rule. According to an embodiment of the present invention, the DVS for a 
placement rule is a simple product of a "file_selection_score" and a "data_usage_score", 

i.e., DVS = file_selection_score* data_usage_score 
30 In the above formula, it is assumed that the file_selection_score and the data_usage_score are 
equally weighed in the calculation of DVS. However, in alternative embodiments, differing 
weights may be allocated to the file_selection_score and the data_usage_score. According to 
an embodiment of the present invention, the value of DVS is in the range between 0 and 1 
(both inclusive). 
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179] According to an embodiment of the present invention, the 
file_selection_score (also referred to as the "data characteristics score") for a placement rule 
is calculated based upon the file selection criteria information specified for the placement rule 
and the data_usage_score for the placement rule is calculated based upon the data usage 

5 criteria information specified for the placement rule. As described above, the file selection 
criteria information and the data usage criteria information specified for the placement rule 
may comprise one or more clauses involving one or more parameters connected by Boolean 
connectors (see Fig. 3). Accordingly, calculation of the file_selection_score involves 
calculating numerical values for the individual clauses that make up the file selection criteria 

1 0 information for the placement rule and then combining the individual clause scores to 
calculate the file_selection_score for the placement rule. Likewise, calculation of the 
datausage_score involves calculating numerical values for the individual clauses that make 
up the data usage criteria information for the placement rule and then combining the 
individual clause scores to calculate the data_usage_score for the placement rule. 

1 5 [80] According to an embodiment of the present invention, the following 

rules are used to combine score generated for the individual clauses to calculate a 
file_selection_score or data_usage_score: 

[81] Rule 1 : For an N-way AND operation (i.e., for N clauses connected by 
an AND connector), the resultant value is the sum of all the individual values (i.e., values 

20 calculated for the individual clauses) divided by N. 

[821 Rule 2: For an N-way OR operation (i.e., for N clauses connected by 
an OR connector), the resultant value is the largest value calculated for the N clauses. 

[83] Rule 3: According to an embodiment of the present invention, the 
file_selection_score and the data_usage_score are between 0 and 1 (both inclusive). 

25 [84] According to an embodiment of the present invention, the value for 

each clause specified in the file selection criteria* is scored using the following guidelines: 

[85] (a) If a NULL (or empty) value is specified in the file selection criteria 
information then the NULL or empty value gets a score of 1. For example, the 
file_selection__score for placement rule 308-7 depicted in Fig. 3 is set to 1. 

30 [86] (b) For file type and ownership parameter evaluations, a score of 1 is 

assigned if the parameter criteria are met, else a score of 0 is assigned. For example, for 
placement rule 308-4 depicted in Fig. 3, if the data file to be stored is of type "Email Files", 
then a score of 1 is assigned for the clause, and the file_selection_score for placement rule 
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308-4 is also set to 1 . However, if the data file to be stored is not an email file, then a score 
of 0 is assigned for the clause and accordingly the file_selection_score is also set to 0. 

187] (c) If the clause involves an equality test of the "relevance score", the 
score for the clause is calculated using the following equations: 
5 RelScore Dat2 = Relevance score of the data file (from the data characteristics for the file) 
RelScoreRni c = Relevance score specified in the file selection criteria information 
Delta = abs(RelScoreData - RelScore Ru i e ) 
Score = ! - (Belta/RelSccre^c) 
The Score is reset to 0 if it is negative. 
1 0 [88] (d) If the clause involves an inequality test (i.e., using > 5 >= < or <=) 

related to the "relevance score" (e.g., rale 308-5 in Fig. 3), the score for the clause is 
calculated using the following equations: 

The Score is set to 1 if the parameter inequality is satisfied. 

RelScore Data = Relevance score of the data file (from the data characteristics for the file) 
1 5 RelScore Ru ie = Relevance score specified in the file selection criteria information 
Delta = abs(RelScore Da ta - RelScore Ru i e ) 
Score = 1 - (DeIta/RelScore Ru ie) 
The Score is reset to 0 if it is negative. 

[89] The file_selection_score is then calculated based on the individual 
20 scores for the clauses in the file selection criteria information using Rules 1, 2, and 3, as 

described above. The file_selection_score represents the degree of matching (or suitability) 
between the file selection criteria information for a particular placement rule and the data file 
to be stored. 

[90] It should be evident that various other techniques may also be used to 
25 calculate the file_selection_score in alternative embodiments of the present invention. 

[91] According to an embodiment of the present invention, the score for 
each clause specified in the data usage criteria information for a placement rule is scored 
using the following guidelines: 

The score for the clause is set to 1 if the parameter condition of the clause is met. 
30 Date Da ta = Relevant date information in the data file. 
Date Ru i e = Relevant date information in the rule. 
Delta = abs(DateData - DateR U i e ) 
Score = 1 - (Delta/Date Ru i e ) 
The Score is reset to 0 if it is negative. 
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[92] If a date range is specified in the clause (e.g., last 7 days), fee data 
range is converted back to the absolute date before the evaluation is made. The 
data_usage_score is then calculated based upon scores for the individual clauses specified in 
the file selection criteria information using Rules 1, 2, and 3, as described above. It should be 
5 evident that various other techniques may also be used to calculate the data usage score in 
alternative embodiments of the present invention. The data_usage_score represents the 
degree of matching (or suitability) between the data usage criteria information for a particular 
placement rule and the data file to be stored. 

[93] The DVS is then calculated based upon the filejselecticnjcore and 
1 0 datajasage_score. The DVS for a placement rule thus quantifies the degree of matching (or 
suitability) between the conditions specified in the file selection criteria information and the 
data usage criteria information for the placement rule and the characteristics of the data file to 
be stored as described by the data characteristics information for the data file. 

[94] Referring back to Fig. 4, a DVS is calculated in step 408 for each 
15 placement rule determined in step 406 based upon the file_selection_score and the 

data_usage_score for the rule. It should be evident that various other techniques may also be 
used to calculate DVSs for placement rules in alternative embodiments of the present 
invention. 

[95] The placement rules are then ranked (or ordered) based upon the DVSs 
20 calculated for the rules in step 408 (step 410). As indicated above, a DVS generated for a 

placement rule indicates the suitability of the placement rule for the data file to be stored. For 
example, according to an embodiment of the present invention, higher scores are generated 
for placement rules that are deemed more suitable (or are more relevant) for the data file to be 
stored. Accordingly, the ranked list of placement rules generated in step 410 represents a list 
25 of placement rules ranked according to their suitability or relevancy to the data file to be 
stored. 

[96] Several different techniques may be used for ranking the placement 
rules. The rules are initially ranked based upon DVSs calculated for the placement rules. 
According to an embodiment of the present invention, if two or more placement rules have 
30 the same DVS value, then the following tie-breaking rules may be used: 

[97] (a) The placement rules are ranked based upon priorities assigned to 
the placement rules by a user (e.g., system administrator) of the storage environment. 

[98] (b) If the priorities are not set or are equal, then the total number of top 
level AND operations (i.e., number of clauses connected using AND connectors) used in 
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calculating the fi!e_seIection_score and the data_tisage_score for a placement rale are used as 
a tie-breaker. A particular placement rule having a greater number of AND operations that 
are used in calculating file_selection_score and data_usage_score for the particular rule is 
ranked higher than another rule having a lesser number of AND operations. The rationale 
5 here is that a more specific configuration (indicated by a higher number of clauses connected 
using AND operations) of the file selection criteria and the data usage criteria is assumed to 
carry more weight than a general specification. 

[99] (c) If neither (a) nor (b) are able to break the tie between placement 
rules, some other criteria may be used to break the tie. For example, according to an 
10 embodiment of the present invention, the order in which the placement rules are encountered 
may be used to break the tie. In this embodiment, a placement rule that is encountered earlier 
is ranked higher than a subsequent placement rule. Various other criteria may also be used to 
break ties. 

[100] It should be evident that various other techniques may also be used to 

15 rank the placement rules in alternative embodiments of the present invention. 

[101] Referring back to Fig. 4, DMS 104 then identifies a storage device for 
storing the data file based upon the ranked placement rules, based upon data characteristics 
associated with the particular data file to be stored, and based upon device characteristics 
associated with storage devices in the storage environment that are available for storing the 

20 data file (step 412). The storage device selected in step 412 represents a storage device that is 
optimal or well suited for storing the data file given the characteristics of the data file, the 
available storage devices, and the storage policy configured for the storage environment by a 
system administrator. Further details related to processing performed in step 412 according 
to an embodiment of the present invention are described below. The data file is then stored 

25 on the storage device identified in step 412 (step 414). 

[102] Figs. 5A and 5B depict a simplified high-level flowchart 500 showing 
processing performed in step 412 of Fig. 4 for identifying a storage device for storing the data 
file based upon the ranked placement rules and based upon characteristics of the storage 
devices and the data file according to an embodiment of the present invention. The method 

30 may be performed by DMS 1 04, or by DMS 104 in association with other data processing 
systems. In the embodiment described below the method is performed by DMS 104. The 
method may be performed by software modules executed by processors) 202 of DMS 104, 
or by hardware modules coupled to DMS 104, or combinations thereof. Flowchart 500 
depicted in Figs. 5A and 5B is merely illustrative of an embodiment incorporating the present 
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invention and does not limit the scops of the invention as recited in the claims. One of 
ordinary skill in the art would recognize variations, modifications, and alternatives. 

[1 03] As depicted in Fig. 5 A, after the placement rules have been ranked 
according to step 410 in Fig. 4, DMS 104 selects a previously unprocessed placement rule 
5 (i.e., a placement rale that has not already been selected in step 502) with the highest ranking 
from the ranked list of placement rules (step 502). For example, during the first pass through 
the flowchart, the highest ranked placement rale is selected, during the second pass the 
second highest ranked placement rule is selected (since the highest ranked placement rale has 
been previously processed), during the third pass the third highest ranked placement rule is 

10 selected (since the highest and second highest ranked placement rules have been previously 
processed), and so on. 

[104] DMS 1 04 then determines if the location constraint criteria information 
for the placement rule selected in step 502 specifically identifies one or more storage devices 
for storing the data file (step 504). If the location constraint information identifies one or 

15 more storage devices, then processing continues with step 532 depicted in Fig. 5B and 
explained below. If the location constraint information does not specifically identify any 
storage devices for storing the data file, then based upon the characteristics of the data file to 
be stored, and the current rule selected in step 502, DMS 104 identifies a set of one or more 
storage devices whose device requirements are met (step 506). As previously described, 

20 according to an embodiment of the present invention, the device requirements for a storage 
device may be specified in the device characteristics information associated with the storage 
device. For example, the device characteristics information for a particular storage device 
may indicate a file size requirement indicating the threshold size of a data file before the file 
can be stored on the particular storage device, and the like. Accordingly, in step 506, the 

25 particular device is selected only if the size of the data file to be stored is above the threshold 
size indicated by the file size requirement information for the particular storage device. 
Other device requirements may likewise be evaluated. 

[105] DMS 104 then determines if at least one storage device was identified 
in step 506 (step 508). If it is determined in step 508 that not even one storage device was 

30 identified in step 506, it indicates that the data file does not satisfy the device requirements 
for any storage device in the storage environment. In this case, an error message may be 
output (step 510) to the user indicating that the device requirements for the storage devices 
are not satisfied by the data file. The user may then take appropriate action such as manually 
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selecting a storage device for storing the file (even though the device requirements for the 
selected device are not satisfied.) 

[106] If it is determined in step 508 that at least one storage device was 
identified in step 506, DMS 104 then calculates a relative storage value score (RSVS) for 
5 each storage device identified in step 506 (step 512). According to an embodiment of the 
present invention, a RSVS for a device is calculated using the following steps: 

[107] STEP 1 : A "Bandwidth Jactor" variable is set to zero (0) if the 
bandwidth supported by the storage device (indicated by the supported bandwidth 
information included in the device characteristics information for the device) is less than the 
10 bandwidth requirement, if any, specified in the location constraints criteria specified for the 
placement rule selected in step 502. For example, the location constraint criteria for 
placement rule 308-2 depicted in Fig. 3 specifies that the bandwidth of the storage device 
should be greater than 40 MB. Accordingly, if the bandwidth supported by the storage 
device is less than 40 MB, then the "Bandwidthjactor" variable is set to 0. 
15 [108] Otherwise, the value of "Bandwidth_factor" is set as follows: 

Bandwidth_factor = ((Bandwidth supported by the device) - (Bandwidth required by the 

location constraint of the selected placement rule)) + K 
where K is set to some constant integer. 
According to an embodiment of the present invention, K is set to 1. Accordingly, the value 
20 of Bandwidthf actor is set to a non-negative value. 

[109] STEP 2: RSVS is calculated as follows: 
RSVS = Bandwidth_factor *(desired_threshold_% - current_usage_%)/cost 
As described above, the desired_threshold_% for a storage device is usually set by a system 
administrator and included in the device characteristics information. The current_usage_% 
25 value is monitored by DMS 104 and also included in the device characteristics information. 
The "cost" value may be set by the system administrator and included in the device 
characteristics information. 

[1 10] It should be understood that the formula for calculating RSVS shown 
above is representative of one embodiment of the present invention and is not meant to 
30 reduce the scope of the present invention. Various other factors may be used for calculating 
the RSVS in alternative embodiments of the present invention. For example, the availability 
of a storage device may also be used to determine RSVS for the device. According to an 
embodiment of the present invention, availability of a storage device indicates the amount of 
time that the storage device s available during those time periods when it is expected to be 
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available. Availability may be measured as a percentage of an elapsed year in certain 
embodiments. For example, 99.95% availability equates to 4.38 hours of downtime in a year 
(0.0005 * 365 * 24 = 4.38) for a storage device that is expected to be available all the time. 
According to an embodiment of the present invention, the value of RSVS for a storage device 
is directly proportional to the availability of the storage device. 

1111] STEP 3: Various adjustments may be made to the RSVS calculated 
according to the above steps. For example, in some storage environments, the administrator 
may want to group "similar 0 files together in one storage device. In other environments, the 
administrator may want to distribute files among different storage devices. The RSVS may 
be adjusted to accommodate the policy adopted by the administrator. Performance 
characteristics associated with a network that is used to transfer data from the storage devices 
may also be used to adjust the RSVSs for the storage devices. For example, the access time 
(i.e., the time required to provide data stored on a storage device to a user) of a storage device 
may be used to adjust the RSVS for the storage device. The throughput of a storage device 
may also be used to adjust the RSVS value for the storage device. Accordingly, parameters 
such as the location of the storage device, location of the data source, and other network 
related parameters might also be used to generate RSVSs. According to an embodiment of 
the present invention, the RSVS value is calculated such that it is directly proportional to the 
desirability of the device for storing the specific data file. 

[112] According to an embodiment of the present invention, based upon the 
steps described above, a higher RSVS value represents a more desirable storage device for 
storing the data file. As indicated, the RSVS value is directly proportional to the available 
capacity percentage. Accordingly, a device with higher available capacity is more desirable 
for storing the data file. The RSVS value is inversely proportional to the cost of storing data 
on the storage device. Accordingly, a storage device with lower storage costs is more 
desirable for storing the data file. The RSVS value is directly proportional to the bandwidth 
requirement. Accordingly, a device supporting a higher bandwidth is more desirable for 
storing the data file. RSVS is zero if the bandwidth requirements are not satisfied. 
Accordingly, the RSVS formula for a particular storage device combines the various device 
characteristics to generate a score that represents the degree of desirability of storing data on 
the particular storage device. 

[113] According to the above formula, RSVS is zero (0) if the value of 
Bandwidth/actor is zero. As described above, Bandwidth Jactor is set to zero if the 
bandwidth supported by the storage device (indicated by the supported bandwidth 
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Information included in the device characteristics information for the device) is less than the 
bandwidth requirement, if any, specified in the location constraints criteria information 
specified for the selected placement rule. Accordingly, if the value of RSVS for a particular 
storage device is zero (0) it implies that bandwidth supported by the storage device is less 

5 than the bandwidth required by the placement pale, or the device is already at or exceeds the 
desired capacity threshold. 

[114] Alternatively, RSVS is zero (0) if the desired Jhreshold_% is equal to 
the current_usage_%. 

[IISJ If the RSVS for a device is positive, it indicates that the device meets 

10 both the bandwidth requirements (i.e., B andwidth_factor is non zero) and also has enough 
capacity for storing the data file (i.e., desired_threshold_% is greater than the 
current_usage_%). The higher the RSVS value, the more suitable (or desirable) the device is 
for storing the data file. For devices with positive RSVSs, the device with the highest 
positive RSVS is the most desirable candidate for storing the data file. The RSVS for a 

15 particular device thus provides a measure for determining the degree of desirability for 
storing data on the particular device relative to other storage devices for the particular 
placement rule being processed. The RSVS in conjunction with the placement rules and their 
rankings is used to determine an optimal storage location for storing the data file. 

[1 1 6] The RSVS for a particular device may be negative when the device 

20 meets the bandwidth requirements but the device's usage is above the intended threshold (i.e., 
current_usage_% is greater than the desired_threshold_%). The relative magnitude of the 
negative value indicates the degree of over-capacity of the device. For devices with negative 
RSVSs, the closer the RSVS is to zero (0) and the device has capacity for storing the data, the 
more desirable the device is for storing the data file. For example, the over-capacity of a 

25 device having RSVS of -0.9 is more than the over-capacity of a second device having RSVS 
-4X1. Accordingly, the second device is a more attractive candidate for storing the data file as 
, compared to the first device. Accordingly, the RSVS, even if negative, can be used in 
ranking the storage devices relative to each other for purposes of storing the data file. 

[1 17] The RSVS for a particular device thus serves as a measure for 

30 determining the degree of desirability or suitability of the particular device for storing the 
data file relative to other storage devices. A device having a positive RSVS value is a better 
candidate for storing the data file than a device with a negative RSVS value, since a positive 
value indicates that the storage device meets the bandwidth requirements for the data file and 
also possesses sufficient capacity for storing the data file. Among storage devices with 
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positive RSVS values, a device with a higher positive RSVS is a more desirable candidate for 
storing the data file than a device with a lower RSVS value, i.e., the storage device having the 
highest positive RSVS value is the most desirable device for storing the data file. 

[118] If a storage device with a positive RSVS value is not available, then 
5 devices with negative RSVS values are more desirable than devices with an RSVS value of 
zero (0). The rationale here is that it is better to select a device that satisfies the bandwidth 
requirements (although the device is over capacity) than a device that does not meet the 
bandwidth requirements (i.e., has a RSVS of zero). Among devices with negative RSVS 
values, a device with a higher RSVS value (i.e., RSVS closer to 0) is a more desirable 

10 candidate for storing the data file than a device with a lesser RSVS value. Accordingly, 
among devices with negative RSVS values, the device with the highest RSVS value (i.e., 
RSVS closest to 0) is the most desirable candidate for storing the data file. 

[1191 Referring back to Fig. 5 A, after an RSVS has been generated for each 
storage device identified in step 506, DMS 104 then identifies, from the devices identified in 

15 step 506 5 a storage device with the highest positive RSVS value (step 514). As described 

above, the storage device with the highest positive RSVS value is the most suitable device for 
storing the data file for the placement rule selected in step 502. 

[1201 DMS 104 then determines if a storage device was identified in step 514 
(step 516). If a storage device was identified in step 514, then the device identified in step 

20 514 is selected for storing the data file (step 518). Processing then continues with step 414 in 
Fig. 4 wherein the data file is stored on the device selected in step 518. 

[121] If it is determined in step 516 that no device was identified in step 514, 
it indicates that none of the devices selected in step 506 have a positive RSVS value, which 
implies that the one or more devices selected in step 506 have a negative or a zero RSVS 

25 value. In this scenario, DMS 104 then determines, from the devices identified in step 506, a 
storage device with the highest (i.e., closest to zero) negative RSVS value (step 520). As 
described above, among storage devices with negative RSVS values, the device with the 
highest negative RSVS value (i.e., RSVS closest to 0) is the most suitable candidate for 
storing the data file. 

30 [122] DMS 104 then determines if a "candidate" device has been previously 

identified (step 521). If a candidate device has been previously identified, DMS 104 then 
deteimines if the RSVS value of the storage device identified in step 520 is greater (i.e., 
closer to zero) than the RSVS value of the previously identified "candidate" device (step 
522). If it is determined in step 522 that the RSVS value of the storage device identified in 
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step 520 is greater than the RSVS value of the previously identified "candidate" device, it 
implies that storage device identified in step 520 is a better candidate for storing the data file 
than the previously identified "candidate" device and accordingly the storage device 
identified in step 520 is marked as the "candidate" device (step 524). Processing then 

5 continues with step 526. 

[1231 If it is determined in step 521 that no candidate device has been 
previously identified, then processing continues with step 524 wherein the storage device 
identified in step 520 is marked as the "candidate" device. If it is determined in step 522 that 
the RSVS value of the storage device identified in step 520 is not greater than the RSVS 

10 value of the previously identified "candidate" device, then processing continues with step 
526. 

[124] In step 526, DMS 104 determines if all the placement rules in the 
ranked list of placement rules have been processed (step 526). If it is determined that ail the 
placement rules have not been processed, processing continues with step 502 wherein an 

1 5 unprocessed placement rule with the highest ranking is selected for processing. 

[125] If it is determined that all the placement rules in the ranked list have 
been processed and a suitable storage device has not yet been selected for storing the data 
file, DMS 104 then determines if a candidate device has been identified (step 528). If a 
candidate device has been identified, the candidate device is then selected for storing the data 

20 file (step 530). Processing then continues with step 414 in Fig. 4 wherein the data file is 
stored on the candidate device selected in step 530. 

[126] If it is determined in step 528 that no candidate device has been 
identified, then an error message is output to the user (step 510) indicating that a storage 
device could not be automatically selected for storing the data file based upon the placement 

25 mles, data file characteristics, and storage device characteristics. The user may then take 
appropriate actions such as manually selecting a storage device for storing the data file. 

[127] Referring back to step 504, if the location constraint information of the 
placement rule selected in step 502 specifically identifies one or more devices for storing the 
data file, then processing continues with step 532 depicted in Fig. 5B. There are various 

30 ways in which one or more storage devices for storing the data file may be specified in the 
location constraint information associated with the placement rule. For example, the location 
constraint information may identify a volume group comprising multiple volumes spanning 
one or multiple storage devices for storing the data file. For example, the location constraint 
information associated with placement rule 308-4 depicted in Fig. 3 specifies that the data file 
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is to he stored on a storage device corresponding to a volume inckded in the volume group 
,? New_volumes". 

[128] Referring to Fig. 5B, upon determining that the location constraint 
information of the placement rule selected in step 502 specifically identifies one or more 
5 devices for storing the data file, DMS 104 then identifies the devices specified by the location 
constraint information (step 532). For example, DMS 104 may identify all the storage 
devices corresponding to volumes included in a volume group specified in the location 
constraint information. 

[129] DMS 104 then determines if the location constraint specifies a single 

10 device or multiple devices (step 534). If it is determined in step 534 that only a single storage 
device has been specified, DMS 104 then determines if the device requirements of the single 
specified device are met (step 536). As previously described, device requirements for a 
device may be specified in the device characteristics information for the device. For 
example, the device characteristics information for a particular device may indicate a file size 

15 requirement indicating the threshold size of a data file before the file can be stored on the 
particular storage device, or the maximum file size of the type of the file. 

[130] If it is determined in step 536 that the device requirements for the 
single device specified in the location constraint information of the placement rule are 
satisfied, the single storage device is selected for storing the data file (step 538). Processing 

20 then continues with step 414 in Fig. 4 wherein the data file is stored on the single storage 
device selected in step 538. If it is determined in step 536 that the device requirements are 
not satisfied, then processing continues with step 526 depicted in Fig. 5 A. 

[131] If it is determined in step 534 that multiple storage devices are 
specified by the location constraint information (e.g., devices corresponding to volumes 

25 belonging to a volume group) of the placement rule, DMS 104 then, based upon the 

characteristics of the data file to be stored and the placement rule, identifies a set of one or 
more storage devices from the multiple devices specified by the location constraint 
information whose device requirements are met (step 540). DMS 104 then calculates a 
RSVS for each storage device identified in step 540 (step 542). According to an embodiment 

30 of the present invention, the RSVSs are calculated according to the steps described above. 

[132] DMS 104 then identifies, from the storage devices identified in step 
540, a storage device with the highest positive RSVS value (step 544). As described above, 
the storage device with the highest positive RSVS value is the most suitable storage device 
for storing the data file for the placement rule selected in step 502. 
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[133] DMS 104 then determines if a storage device was identified in step 544 
(step 546). If a storage device was identified in step 544, then the storage device identified in 
step 544 is selected for storing the data file (step 548). Processing then continues with step 
414 in Fig. 4 wherein the data file is stored on the storage device selected in step 548. 

[134] If it is determined in step 546 that no storage device was identified in 
step 544, it indicates that none of the devices selected in step 540 have a positive RSVS value 
(i.e., the one or more devices selected in step 540 have a negative or a zero RSVS value). 
DMS 104 then determines, from the storage devices identified in step 540, a storage device 
with the highest (i.e., closest to zero) negative RSVS value (step 550). As described above, 
among devices with negative RSVS values, the device with the highest RSVS value (i.e., 
RSVS closest to 0) is the most suitable device for storing the data file. 

[135] DMS 104 then determines if a "candidate" device has been previously 
identified (step 551). If a candidate device has been identified, DMS 104 then determines if 
the RSVS value of the storage device identified in step 550 is greater (i.e., closer to 0) than 
the RSVS value of the previously identified "candidate" device (step 552). If it is determined 
in step 552 that the RSVS value of the storage device identified in step 550 is greater (i.e., 
closer to zero) than the RSVS value of the previously identified "candidate" device, then the 
storage device identified in step 550 is marked as the "candidate" device (step 554). 
Processing then continues with step 526 depicted in Fig. 5A. 

[136] If it is determined in step 55 1 that no candidate device has been 
identified, then processing continues with step 554 wherein the storage device identified in 
step 550 is marked as the "candidate" device. If it is determined in step 552 that the RSVS 
value of the storage device identified in step 550 is not greater than the RSVS value of the 
previously identified "candidate" device, then processing continues with step 526 depicted in 
Fig. 5A. 

[137] In the embodiment of the present invention described above, DMS 104 
iterates through the ranked placement rules to identify a suitable placement rule and a 
corresponding suitable storage device for storing the data file. The present invention 
describes techniques for determining storage locations for data in a heterogeneous storage 
environment based upon storage policies configured for the storage environment such that the 
storage locations enable efficient data access while optimizing the available storage resources 
with minimum human intervention. 

[138] Although specific embodiments of the invention have been described, 
various modifications, alterations, alternative constructions, and equivalents are also 
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encompassed within the scops of the invention. The described invention is not restricted to 
operation within certain specific data processing environments, but is free to operate within a 
plurality of data processing environments. Additionally, although the present invention has 
been described using a particular series of transactions and steps, it should be apparent to 
those skilled in the art that the scope of the present invention is not limited to the described 
series of transactions and steps. Even though the embodiment described above discusses the 
use of bandwidths as a factor in calculating RSVS, other factors such as availability of the 
storage devices may also be used to calculate RSVSs according to other embodiments of the 
present invention. It should be understood that the equations described above are only 
illustrative of an embodiment of the present invention and can vary in alternative 
embodiments of the present invention. 

[139] Further, while the present invention has been described using a 
particular combination of hardware and software, it should be recognized that other 
combinations of hardware and software are also within the scope of the present invention. 
The present invention may be implemented only in hardware, or only in software, or using 
combinations thereof. 

[140] The specification and drawings are, accordingly, to be regarded in an 
illustrative rather than a restrictive sense. It will, however, be evident that additions, 
subtractions, deletions, and other modifications and changes may be made thereunto without 
departing from the broader spirit and scope of the invention as set forth in the claims. 
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WHAT IS CLAIMED IS: 



1 1. In a storage environment comprising a plurality of storage devices, a 

2 method of identifying a storage device from the plurality of storage devices for storing data, 

3 the method comprising: 

4 receiving a signal to store a data unit; 

5 identifying a set of one or more placement rules configured for the storage 

6 environment, each placement rule comprising data-related criteria identifying one or more 

7 conditions related to one or more characteristics of the data to be stored and device-related 

8 criteria identifying one or more conditions related to one or more storage device 

9 characteristics; 

10 calculating a data value score (DVS) for each placement rule in the set of 

1 1 placement rules based upon the data-related criteria of the placement rule and characteristics 

12 of the data unit; and 

13 determining a storage device, from the plurality of storage devices, for storing 

14 the data unit based upon the set of placement rules and their associated DVSs, characteristics 

15 of the plurality of storage devices, and characteristics of the data unit to be stored. 

1 2. The method of claim 1 wherein the DVS for a placement rule provides 

2 a measure of the one or more conditions specified in the data-related criteria of the placement 

3 rule that are satisfied by characteristics of the data unit to be stored. 

1 3. The method of claim 1 wherein: 

2 the data-related criteria for a placement rule comprises: 

3 usage criteria comprising one or more conditions related to access 

4 information associated with a data unit; and 

5 unit selection criteria comprising one or more conditions related to 

6 characteristics of a data unit; and 

7 calculating a data value score (DVS) for each placement rule in the set of 

8 placement rules comprises: 

9 generating a usage score for the placement rule based upon the usage 

10 criteria for the placement rule and access information associated with the data unit to be 

11 stored; 
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12 generating a unit selection score for the placement rale based upon the 

1 3 unit selection criteria for the placement rule and characteristics of the data unit to be stored; 

14 and 

1 5 generating the D VS for the placement rule based upon the usage score 

1 6 and the unit selection score. 

1 4. The method of claim 1 wherein determining the storage device from 

2 the plurality of storage devices for storing the data unit comprises: 

3 selecting a first placement rale from the set of placement rules based upon the 

4 DVSs associated with the set of placement rules; 

5 calculating a relative storage value score (RSVS) for each storage device in 

6 the plurality of storage devices based upon the device-related criteria of the first placement 

7 rule, the characteristics of the data unit, and characteristics of the storage device; and 

8 selecting a storage device from the plurality of storage devices for storing the 

9 data unit based upon the RSVSs calculated for the plurality of storage devices. 

1 5. The method of claim 4 wherein the RSVS for a storage device is 

2 directly proportional to the bandwidth supported by the storage device, directly proportional 

3 to the extent to which the storage device can store data without exceeding a threshold 

4 capacity, and inversely proportional to cost of storing data on the storage device. 

1 6. The method of claim 5 wherein the RSVS for a storage device is 

2 directly proportional to availability of the storage device. 

1 7. The method of claim 5 wherein selecting a storage device from the 

2 plurality of storage devices for storing the data unit based upon the RSVSs calculated for the 

3 plurality of storage devices comprises: 

4 selecting, from the plurality of storage devices, a storage device having the 

5 highest RSVS value. 

1 8. The method of claim 4 wherein the RSVS calculated for a storage 

2 device indicates whether the storage device can support a device bandwidth value specified in 

3 the device-related criteria of the first placement rule. 
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1 9. The method of claim 4 wherein the RSVS calculated for a storage 

2 device indicates whether the storage device can store the data unit without exceeding a 

3 capacity threshold associated with the storage device. 

1 1 0. The method of claim 4 wherein selecting the first placement rule 

2 comprises selecting a placement rale with the highest DVS as the first placement rale. 



- 11- The method of claim 1 0 wherein selecting a placement rule with the 

2 highest DVS comprises: 

3 if the highest DVS is associated with multiple placement rules, using tie- 

4 breaking rules to select a placement rale from the multiple placement rules as the first 

5 placement rale. 

1 12. The method of claim 1 wherein determining the storage device for 

2 storing the data unit comprises: 

3 based upon DVSs calculated for the set of placement rules, selecting a first 



4 placement rule from the plurality of placement rules; 

5 identifying a first set of storage devices from the plurality of storage devices 

6 based upon the device-related criteria of the first placement rule; 

7 generating, for each storage device in the first set of storage devices, a relative 

8 storage value score (RSVS) based upon the device-related criteria of the first placement rule, 

9 characteristics of the data unit, and characteristics of the storage device; and 



1 0 selecting a storage device from the plurality of storage devices for storing the 

1 1 data unit based upon the RS VSs calculated for the plurality of storage devices. 

1 13. The method of claim 12 wherein: 

2 the RSVS for a storage device is calculated based upon 

3 bandwidth supported by the storage device, 

4 device bandwidth value specified in the device-related criteria of the 

5 first placement rule; 

6 desired threshold capacity configured for the storage device, the 

7 desired threshold capacity indicating a portion of total capacity of the device allocated for 

8 storing the data unit, and 
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9 current usage information for the storage device, fee current usage 

1 0 information indicates a portion of the storage device that is being used for storing data of a 

1 1 particular type, and 

12 cost of storing data on the storage device; and 

13 generating a RSVS for each storage device in the first set of storage devices 

14 comprises: 

1 5 generating a RSVS having a value of zero if the storage device is not 

16 capable of satisfying the bandwidth requirements specified by the first placement mie; 

17 generating a RSVS having a value greater than zero if the storage 

1 8 device is capable of satisfying the bandwidth requirements specified by the first placement 

19 rale and can store the data unit without exceeding a capacity threshold associated with the 

20 storage device; and 

21 generating a RSVS having a value less than zero if the storage device 

22 is capable of satisfying the bandwidth requirements specified by the first placement rule and 

23 cannot store the data unit without exceeding a capacity threshold associated with the storage 

24 device. 

1 14. The method of claim 13 wherein selecting a storage device from the 

2 first set for storing the data unit comprises selecting a device with the highest RSVS. 

1 15. The method of claim 1 wherein: 

2 the DVS for a placement rule indicates a degree of relevancy of the placement 

3 rule to the data unit to be stored; and 

4 determining a storage device from the plurality of storage devices for storing 

5 the data unit comprises: 

6 (a) selecting a placement rule having a DVS indicating the highest 

7 degree of relevancy; 

8 (b) identifying a first set of storage devices from the plurality of 

9 devices based upon the selected placement rule; 

10 (c) generating a relative storage value score (RSVS) for each storage 

1 1 device in the first set of storage devices based upon the device-related criteria of the first 

12 placement rule, characteristics of the data unit, and characteristics of the storage device, the 

13 RSVS for a storage device indicating whether the storage device can satisfy bandwidth 
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14 requirements specified by the selected placement nils and indicating if the storage device can 

1 5 store the data unit without exceeding a capacity threshold associated with the storage device; 

1 6 (d) determining if at least one storage device in the first set of storage 

17 devices is capable of satisfying the bandwidth requirements specified by the selected 

1 8 placement rule and can store the data unit without exceeding a capacity threshold associated 

1 9 with the storage device; 

20 (e) if it is determined that at least one storage device in the first set of 

21 storage devices is capable of satisfying the bandwidth requirements specified by the selected 



22 placement rule and can store the data unit without exceeding a capacity threshold associated 

23 with the storage device, selecting, based upon RSVSs generated for the storage devices, a 

24 storage device that is capable of satisfying the bandwidth requirements specified by the 

25 selected placement rule and can store the data unit without exceeding a capacity threshold 

26 associated with the storage device; 



27 (f) if no storage device in the first set of devices is capable of satisfying 

28 the bandwidth requirements specified by the selected placement rule and can store the data 

29 unit without exceeding a capacity threshold associated with the storage device, selecting 

30 another placement rule from the set of placement rules that has a DVS indicating the next 

3 1 highest degree of relevancy; and 

32 (g) iterating step (b) through (f) until a storage device is identified for 

33 storing the data unit that is capable of satisfying the bandwidth requirements specified by the 

34 first placement rule and can store the data unit without exceeding a capacity threshold ' 

35 associated with the storage device. 

1 16. The method of claim 1 wherein: 

2 the DVS for a placement rule indicates a degree of relevancy of the placement 

3 rule to the data unit to be stored; and 

4 determining a storage device from the plurality of storage devices for storing 

5 the data unit comprises: 

6 (a) selecting a placement rule having a DVS indicating the highest 

7 degree of relevancy; 

8 (b) identifying a first set of storage devices from the plurality of 

9 devices based upon the selected placement rule; 

10 (c) generating a relative storage value score (RSVS) for each storage 

1 1 device in the first set of storage devices based upon the device-related criteria of the first 
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12 placement rule, characteristics of fee data unit, and characteristics of the storage device, the 

13 RSVS for a storage device indicating a degree of desirability of storing the data unit on the 

14 storage device, the RSVS for a storage device indicating whether the storage device can 

15 satisfy bandwidth requirements specified by the selected placement rule and indicating if the 

16 storage device can store the data unit without exceeding a capacity threshold associated with 

17 the storage device; 



1 8 (d) determining if at least one storage device in the first set of storage 

19 devices is capable of satisfying the bandwidth requirements specified by the selected 

20 placement rule and can store the data unit without exceeding a capacity threshold associated 

2 1 with the storage device; 

22 (e) if it is determined that at least one storage device in the first set of 



23 storage devices is capable of satisfying the bandwidth requirements specified by the selected 

24 placement rule and can store the data unit without exceeding a capacity threshold associated 

25 with the storage device, selecting, based upon RSVSs generated for the storage devices, a 

26 storage device that is capable of satisfying the bandwidth requirements specified by the 

27 selected placement rule and can store the data unit without exceeding a capacity threshold 

28 associated with the storage device; 



29 (f) if no storage device in the first set of devices is capable of satisfying 

30 the bandwidth requirements specified by the selected placement rule and can store the data 

31 unit without exceeding a capacity threshold associated with the storage device: 

32 determining a first storage device from the first set of storage 

33 devices that can store the storage unit and is more desirable for storing the data unit than 

34 other devices in the first set of storage devices as indicated by the RSVSs generated for the 

35 devices; 

36 determining if a storage device has been identified as a 

37 candidate device; 

38 if a storage device has been marked as a candidate device: 

39 if the first storage device is more desirable for storing 

40 the data unit than the marked candidate device as indicated by the RSVSs associated with the 

41 first device and the marked candidate device, marking the first storage device as the 

42 candidate device; and 

43 selecting another placement rule from the set of placement 

44 rules that has a DVS indicating the next highest degree of relevancy; and 
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45 (g) iterating steps (b) through (f) until a storage device is identified for 

46 storing the data unit or until all the placement rules in the set of placement rules have been 

47 processed; and 

48 (h) if all the placement rules in the set of placement rules have been 

49 processed and a storage device has not been identified for storing the data unit, selecting the 

50 storage device marked as the candidate device for storing the data unit. 

1 17. In a storage environment comprising a plurality of storage devices, a 

2 data processing system for identifying a storage device from the plurality of storage devices 

3 for storing data, the data processing system comprising: 

4 a processor; 

5 a memory coupled to the processor, the memory configured to store a plurality 

6 of code modules for execution by the processor, the plurality of code modules comprising: 

7 a code module for receiving a signal to store a data unit; 

8 a code module for identifying a set of one or more placement rules 

9 configured for the storage environment, each placement rule comprising data-related criteria 

10 identifying one or more conditions related to one or more characteristics of the data to be 

1 1 stored and device-related criteria identifying one or more conditions related to one or more 

12 storage device characteristics; 

13 a code module for calculating a data value score (DVS) for each 

1 4 placement rule in the set of placement rules based upon the data-related criteria of the 

1 5 placement rule and characteristics of the data unit; and 

16 a code module for determining a storage device, from the plurality of 

17 storage devices, for storing the data unit based upon the set of placement rules and their 

18 ' associated DVSs, characteristics of the plurality of storage devices, and characteristics of the 

1 9 data unit to be stored. 

1 18. The system of claim 1 7 wherein the DVS for a placement rule provides 

2 a measure of the one or more conditions specified in the data-related criteria of the placement 

3 rule that are satisfied by characteristics of the data unit to be stored. 

1 19. The system of claim 17 wherein: 

2 the data-related criteria for a placement rule comprises: 

3 usage criteria comprising one or more conditions related to access 

4 information associated with a data unit; and 
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5 unit selection criteria comprising one or mere conditions related to 

6 characteristics of a data unit; and 

7 the code module for calculating a data value score (DVS) for each placement 

8 rule in the set of placement rules comprises: 

9 a code module for generating a usage score for the placement rule 

10 based upon the usage criteria for the placement rule and access information associated with 

11 the data unit to be stored; 

12 a code module for generating a unit selection score for the placement 

13 rule based upon the unit selection criteria for the placement rule and characteristics of the 

14 data unit to be stored; and 

15 a code module for generating the DVS for the placement role based 

16 upon the usage score and the unit selection score. 

1 20. The system of claim 1 7 wherein the code module for determining the 

2 storage device from the plurality of storage devices for storing the data unit comprises: 

3 a code module for selecting a first placement rule from the set of placement 

4 rules based upon the DVSs associated with the set of placement rules; 

5 a code module for calculating a relative storage value score (RSVS) for each 

6 storage device in the plurality of storage devices based upon the device-related criteria of the 

7 first placement rule, the characteristics of the data unit, and characteristics of the storage 

8 device; and 

9 a code module for selecting a storage device from the plurality of storage 

10 devices for storing the data unit based upon the RSVSs calculated for the plurality of storage 

11 devices. 

1 21 . The system of claim 20 wherein the RSVS for a storage device is 

2 directly proportional to the bandwidth supported by the storage device, directly proportional 

3 to the extent to which the storage device can store data without exceeding a threshold 

4 capacity, and inversely proportional to cost of storing data on the storage device. 

1 22. The system of claim 21 wherein the RSVS for a storage device is 

2 directly proportional to availability of the storage device. 
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1 23. The system of claim 2 1 wherein the code module for selecting a 

2 storage device from the plurality of storage devices for storing the data unit based upon the 

3 RSVSs calculated for the plurality of storage devices comprises: 

4 a code module for selecting, from the plurality of storage devices, a storage 

5 device having the highest RSVS value. 

1 24. The system of claim 20 wherein the RSVS calculated for a storage 

2 device indicates whether the storage device can support a device bandwidth value specified m 

3 the device-related criteria of the first placement rule. 

1 25 . The system of claim 20 wherein the RSVS calculated for a storage 

2 device indicates whether the storage device can store the data unit without exceeding a 

3 capacity threshold associated with the storage device. 

1 26. The system of claim 20 wherein the code module for selecting the first 

2 placement rule comprises a code module for selecting a placement rule with the highest DVS 

3 as the first placement rule. 

1 27. The system of claim 26 wherein the code module for selecting a 

2 placement rule with the highest DVS comprises: 

3 if the highest DVS is associated with multiple placement rules, a code module 

4 for using tie-breaking rules to select a placement rule from the multiple placement rules as 

5 the first placement rule. 

1 28. The system of claim 1 7 wherein the code module for determining the 

2 storage device for storing the data unit comprises: 

3 a code module for, based upon DVSs calculated for the set of placement rules, 

4 selecting a first placement rule from the plurality of placement rules; 

5 a code module for identifying a first set of storage devices from the plurality 

6 of storage devices based upon the device-related criteria of the first placement rule; 

7 a code module for generating, for each storage device in the first set of storage 

8 devices, a relative storage value score (RSVS) based upon the device-related criteria of the 

9 first placement rule, characteristics of the data unit, and characteristics of the storage device; 
10 and 
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11 a cede meddle for selecting a storage device from the plurality of storage 

12 devices for storing the data unit based upon the RSVSs calculated for the plurality of storage 

13 devices. 

1 29. The system of claim 28 wherein: 

2 the RSVS for a storage device is calculated based upon 

3 bandwidth supported by the storage device, 

4 device bandwidth value specified in the device-related criteria of the 

5 first placement rale; 

6 desired threshold capacity configured for the storage device, the 

7 desired threshold capacity indicating a portion of total capacity of the device allocated for 

8 storing the data unit, and 

9 current usage information for the storage device, the current usage 

10 information indicates a portion of the storage device that is being used for storing data of a 

1 1 particular type, and 

12 cost of storing data on the storage device; and 

13 the code module for generating a RSVS for each storage device in the first set 

14 of storage devices comprises: 

1 5 a code module for generating a RSVS having a value of zero if the 

16 storage device is not capable of satisfying the bandwidth requirements specified by the first 

17 placement rule; 

1 8 a code module for generating a RSVS having a value greater than zero 

19 if the storage device is capable of satisfying the bandwidth requirements specified by the first 

20 placement rule and can store the data unit without exceeding a capacity threshold associated 

21 with the storage device; and 

22 a code module for generating a RSVS having a value less than zero if 

23 the storage device is capable of satisfying the bandwidth requirements specified by the first 

24 placement rule and cannot store the data unit without exceeding a capacity threshold 

25 associated with the storage device. 

1 30. The system of claim 29 wherein the code module for selecting a 

2 storage device from the first set for storing the data unit comprises a code module for 

3 selecting a device with the highest RSVS . 

1 31.. The system of claim 1 7 wherein: 
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2 the DVS for a placement rule indicates a degree of relevancy of fee placement 

3 rule to the data unit to be stored; and 

4 the code module for determining a storage device from the plurality of storage 

5 devices for storing the data unit comprises a code module for: 

6 (a) selecting a placement rule having a DVS indicating the highest 

7 degree of relevancy; 

8 (b) identifying a first set of storage devices from the plurality of 

9 devices based upon the selected placement rale; 

10 (c) generating a relative storage value score (RSVS) for each storage 



1 1 device in the first set of storage devices based upon the device-related criteria of the first 

12 placement rale, characteristics of the data unit, and characteristics of the storage device, the 

13 RSVS for a storage device indicating whether the storage device can satisfy bandwidth 

o 

14 requirements specified by the selected placement rule and indicating if the storage device can 

15 store the data unit without exceeding a capacity threshold associated with the storage device; 



16 (d) determining if at least one storage device in the first set of storage 

17 devices is capable of satisfying the bandwidth requirements specified by the selected 

18 placement rule and can store the data unit without exceeding a capacity threshold associated 

19 with the storage device; 

20 (e) if it is determined that at least one storage device in the first set of 



21 storage devices is capable of satisfying the bandwidth requirements specified by the selected 

22 placement rule and can store the data unit without exceeding a capacity threshold associated 

23 with the storage device, selecting, based upon RSVSs generated for the storage devices, a 

24 storage device that is capable of satisfying the bandwidth requirements specified by the 

25 selected placement rule and can store the data unit without exceeding a capacity threshold 

26 associated with the storage device; 

27 (f) if no storage device in the first set of devices is capable of satisfying 

28 the bandwidth requirements specified by the selected placement rule and can store the data 

29 unit without exceeding a capacity threshold associated with the storage device, selecting 

30 another placement rule from the set of placement rules that has a DVS indicating the next 

3 1 highest degree of relevancy; and 

32 (g) iterating step (b) through (f) until a storage device is identified for 

33 storing the data unit that is capable of satisfying the bandwidth requirements specified by the 

34 first placement rule and can store the data unit without exceeding a capacity threshold 

35 associated with the storage device. 
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1 32. The system of claim 17 wherein: 

2 the DVS for a placement rule indicates a degree of relevancy of the placement 

3 rule to the data unit to be stored; and 

4 the code module for determining a storage device from the plurality of storage 

5 devices for storing the data unit comprises a code module for: 

6 (a) selecting a placement rule having a DVS indicating the highest 

7 degree of relevancy; 

8 (b) identifying a first set of storage devices from the plurality of 

9 devices based upon the selected placement rule; 

10 (c) generating a relative storage value score (RSVS) for each storage 



1 1 device in the first set of storage devices based upon the device-related criteria of the first 

12 placement rule, characteristics of the data unit, and characteristics of the storage device, the 

13 RSVS for a storage device indicating a degree of desirability of storing the data unit on the 

14 storage device, the RSVS for a storage device indicating whether the storage device can 

15 satisfy bandwidth requirements specified by the selected placement rule and indicating if the 

16 storage device can store the data unit without exceeding a capacity threshold associated with 

17 the storage device; 



1 8 (d) determining if at least one storage device in the first set of storage 

19 devices is capable of satisfying the bandwidth requirements specified by the selected 

20 placement rule and can store the data unit without exceeding a capacity threshold associated 

21 with the storage device; 

22 (e) if it is determined that at least one storage device in the first set of 



23 storage devices is capable of satisfying the bandwidth requirements specified by the selected 

24 placement rule and can store the data unit without exceeding a capacity threshold associated 

25 with the storage device, selecting, based upon RSVSs generated for the storage devices, a 

26 storage device that is capable of satisfying the bandwidth requirements specified by the 

27 selected placement rule and can store the data unit without exceeding a capacity threshold 

28 associated with the storage device; 



29 (f) if no storage device in the first set of devices is capable of satisfying 

30 the bandwidth requirements specified by the selected placement rule and can store the data 

31 unit without exceeding a capacity threshold associated with the storage device: 

32 determining a first storage device from the first set of storage 

33 devices that can store the storage unit and is more desirable for storing the data unit than 
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34 other devices in the first set of storage devices as indicated by the RSVSs generated fox the 

35 devices; 

36 determining if a storage device has been identified as a 

37 candidate device; 

38 if a storage device has been marked as a candidate device: 

39 if the first storage device is more desirable for storing 

40 the data unit than the marked candidate device as indicated by the RSVSs associated with the 

41 first device and the marked candidate device, marking the first storage device as the 

42 candidate device; mid 

43 selecting another placement rule from the set of placement 

44 rules that has a DVS indicating the next highest degree of relevancy; and 

45 (g) iterating steps (b) through (f) until a storage device is identified for 

46 storing the data unit or until all the placement rales in the set of placement rules have been 

47 processed; and 

48 (h) if all the placement rules in the set of placement rules have been 

49 processed and a storage device has not been identified for storing the data unit, selecting the 

50 storage device marked as the candidate device for storing the data unit. 

1 33. A computer program product stored on a computer-readable storage 

2 medium for identifying a storage device for storing data in a storage environment comprising 

3 a plurality of storage devices, the computer program product comprising: 

4 code for receiving a signal to store a data unit; 

5 code for identifying a set of one or more placement rules configured for the 

6 storage environment, each placement rule comprising data-related criteria identifying one or 

7 more conditions related to one or more characteristics of the data to be stored and device- 

8 related criteria identifying one or more conditions related to one or more storage device 

9 characteristics; 

10 code for calculating a data value score (DVS) for each placement rule in the 

1 1 set of placement rules based upon the data-related criteria of the placement rule and 

1 2 characteristics of the data unit; and 

1 3 code for determining a storage device, from the plurality of storage devices, 

1 4 for storing the data unit based upon the set of placement rules md their associated DVSs, 

1 5 characteristics of the plurality of storage devices, and characteristics of the data unit to be 

16 stored. 
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1 34. The computer program product of claim 33 wherein the DVS for a 

2 placement rule provides a measure of the one or more conditions specified in the data-related 

3 criteria of the placement rule that are satisfied by characteristics of the data unit to be stored. 

1 35. The computer program product of claim 33 wherein: 

2 the data-related criteria for a placement rule comprises: 

3 usage criteria comprising one or more conditions related to access 

4 information associated with a data unit; and 

5 unit selection criteria comprising one or more conditions related to 

6 characteristics of a data unit; and 

7 the code for calculating a data value score (DVS) for each placement rule in 

8 the set of placement rales comprises: 

9 code for generating a usage score for the placement rule based upon 

10 the usage criteria for the placement rule and access information associated with the data unit 

11 to be stored; 

12 code for generating a unit selection score for the placement rule based 

13 upon the unit selection criteria for the placement rule and characteristics of the data unit to be 

14 stored; and 

1 5 code for generating the DVS for the placement rule based upon the 

1 6 usage score and the unit selection score. 

1 36. The computer program product of claim 33 wherein the code for 

2 determining the storage device from the plurality of storage devices for storing the data unit 

3 comprises: 

4 code for selecting a first placement rule from the set of placement rules based 

5 upon the DVSs associated with the set of placement rules; 

6 code for calculating a relative storage value score (RS VS) for each storage 

7 device in the plurality of storage devices based upon the device-related criteria of the first 

8 placement rule, the characteristics of the data unit, and characteristics of the storage device; 

9 and 

10 code for selecting a storage device from the plurality of storage devices for 

1 1 storing the data unit based upon the RSVSs calculated for the plurality of storage devices. 
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1 . 37. The computer program product of claim 36 wherein the RSVS for a 

2 storage device is directly proportional to the bandwidth supported by the storage device, 

3 directly proportional to the extent to which the storage device can store data without 

4 exceeding a threshold capacity, and inversely proportional to cost of storing data on the 

5 storage device. 

1 38. The computer program product of claim 37 wherein the RSVS for a 

2 storage device is directly proportional to availability of the storage device. 

1 39. The computer program product of claim 37 wherein the cede for 

2 selecting a storage device from the plurality of storage devices for storing the data unit based 

3 upon the RSVSs calculated for the plurality of storage devices comprises: 

4 code for selecting, from the plurality of storage devices, a storage device 

5 having the highest RSVS value. 

1 40. The computer program product of claim 36 wherein the RSVS 

2 calculated for a storage device indicates whether the storage device can support a device 

3 bandwidth value specified in the device-related criteria of the first placement rule. 

1 41. The computer program product of claim 36 wherein the RSVS 

2 calculated for a storage device indicates whether the storage device can store the data unit 

3 without exceeding a capacity threshold associated with the storage device. 

1 42. The computer program product of claim 36 wherein the code for 

2 selecting the first placement rule comprises code for selecting a placement rule with the 

3 highest DVS as the first placement rule. 

1 43. The computer program product of claim 42 wherein the code for 

2 selecting a placement rule with the highest DVS comprises: 

3 if the highest DVS is associated with multiple placement rules, code for using 

4 tie-breaking rules to select a placement rule from the multiple placement rules as the first 

5 placement rule. 

1 44. The computer program product of claim 33 wherein the code for 

2 determining the storage device for storing the data unit comprises: 
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3 code for selecting, based upon DVSs calculated for the set of placement rales, 

4 a first placement rule from the plurality of placement rules; 

5 code for identifying a first set of storage devices from the plurality of storage 

6 devices based upon the device-related criteria of the first placement rule; 

7 code for generating, for each storage device in the first set of storage devices, 

8 a relative storage value score (RSVS) based upon the device-related criteria of the first 

9 placement rule, characteristics of the data unit, and characteristics of the storage device; and 
i0 code for selecting a storage device from the plurality of storage devices for 

I i storing the data unit based upon the RSVSs calculated for the plurality of storage devices. 

1 45 . The computer program product of claim 44 wherein: 

2 the RSVS for a storage device is calculated based upon 

3 bandwidth supported by the storage device, 

4 device bandwidth value specified in the device-related criteria of the 

5 first placement rule; 

6 desired threshold capacity configured for the storage device, the 

7 desired threshold capacity indicating a portion of total capacity of the device allocated for 

8 storing the data unit, and 

9 current usage information for the storage device, the current usage 
10 information indicates a portion of the storage device that is being used for storing data of a 

I I particular type, and 

12 cost of storing data on the storage device; and 

1 3 the code for generating a RSVS for each storage device in the first set of 

14 storage devices comprises: 

1 5 code for generating a RSVS having a value of zero if the storage 

1 6 device is not capable of satisfying the bandwidth requirements specified by the first 

17 placement rule; 

1 8 code for generating a RSVS having a value greater than zero if the 
. 19 storage device is capable of satisfying the bandwidth requirements specified by the first 

20 placement rule and can store the data unit without exceeding a capacity threshold associated 

2 1 with the storage device; and 

22 code for generating a RSVS having a value less than zero if the storage 

23 device is capable of satisfying the bandwidth requirements specified by the first placement 
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24 rale and cannot store the data unit without exceeding a capacity threshold associated with the 

25 storage device. 

1 46. The computer program product of claim 45 wherein the code for 

2 selecting a storage device from the first set for storing the data unit comprises code for 

3 selecting a storage device with the highest RSVS. 

1 47. The computer program product of claim 33 wherein: 

2 the DVS for a placement rule indicates a degree of relevancy of the placement 

3 rule to the data unit to be stored; and 

. 4 the code for determining a storage device from the plurality of storage devices 

5 for storing the data unit comprises code for: 

6 (a) selecting a placement rule having a DVS indicating the highest 

7 degree of relevancy; 

8 (b) identifying a first set of storage devices from the plurality of 

9 devices based upon the selected placement rule; 

10 (c) generating a relative storage value score (RSVS) for each storage 

1 1 device in the first set of storage devices based upon the device-related criteria of the first 

12 placement rule, characteristics of the data unit, and characteristics of the storage device, the 

13 RSVS for a storage device indicating whether the storage device can satisfy bandwidth 

14 requirements specified by the selected placement rule and indicating if the storage device can 

15 store the data unit without exceeding a capacity threshold associated with the storage device; 

1 6 (d) determining if at least one storage device in the first set of storage 

1 7 devices is capable of satisfying the bandwidth requirements specified by the selected 

1 8 placement rule and can store the data unit without exceeding a capacity threshold associated 

19 with the storage device; 

20 (e) if it is determined that at least one storage device in the first set of 

2 1 storage devices is capable of satisfying the bandwidth requirements specified by the selected 

22 placement rule and can store the data unit without exceeding a capacity threshold associated 

23 with the storage device, selecting, based upon RSVSs generated for the storage devices, a 

24 storage device that is capable of satisfying the bandwidth requirements specified by the 

25 selected placement rule and can store the data unit without exceeding a capacity threshold 

26 associated with the storage device; 
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27 (f) if no storage device in the first set of devices is capable of satisfying 

28 the bandwidth requirements specified by the selected placement rule and has can store the 

29 data unit without exceeding a capacity threshold associated with the storage device, selecting 

30 another placement rule from the set of placement rules that has a DVS indicating the next 

3 1 highest degree of relevancy; and 

32 (g) iterating step (b) through (f) until a storage device is identified for 

33 storing the data unit that is capable of satisfying the bandwidth requirements specified by the 

34 first placement rule and can store the data unit without exceeding a capacity threshold 

35 associated with the storage device. 

1 48. The computer program product of claim 33 wherein: 

2 the DVS for a placement rule indicates a degree of relevancy of the placement 

3 rule to the data unit to be stored; and 

4 the code for determining a storage device from the plurality of storage devices 

5 for storing the data unit comprises code for: 

6 (a) selecting a placement rule having a DVS indicating the highest 

7 degree of relevancy; 

8 (b) identifying a first set of storage devices from the plurality of 

9 devices based upon the selected placement rule; 

10 (c) generating a relative storage value score (RSVS) for each storage 

1 1 device in the first set of storage devices based upon the device-related criteria of the first 

12 placement rule, characteristics of the data unit, and characteristics of the storage device, the 

13 RSVS for a storage device indicating a degree of desirability of storing the data unit on the 

14 storage device, the RSVS for a storage device indicating whether the storage device can 

15 satisfy bandwidth requirements specified by the selected placement rule and indicating if the 

16 storage device can store the data unit without exceeding a capacity threshold associated with 

1 7 the storage device; 

1 8 (d) determining if at least one storage device in the first set of storage 

19 devices is capable of satisfying the bandwidth requirements specified by the selected 

20 placement rule and can store the data unit without exceeding a capacity threshold associated 

2 1 with the storage device; 

22 (e) if it is determined that at least one storage device in the first set of 

23 storage devices is capable of satisfying the bandwidth requirements specified by the selected 

24 placement rule and can store the data unit without exceeding a capacity threshold associated 
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25 with the storage device, selecting, based upon RSVSs generated for the storage devices, a 

26 storage device that is capable of satisfying the bandwidth requirements specified by the 

27 selected placement rule and can store the data unit without exceeding a capacity threshold 

28 associated with the storage device; 

29 (f) if no storage device in the first set of devices is capable of satisfying 

30 the bandwidth requirements specified by the selected placement rule and can store the data 

31 unit without exceeding a capacity threshold associated with the storage device: 

32 determining a first storage device from the first set of storage 

33 devices that can store the storage unit and is mere desirable for storing the data unit than 

34 other devices in the first set of storage devices as indicated by the RSVSs generated for the 

35 devices; 

36 determining if a storage device has been identified as a 

37 candidate device; 

38 if a storage device has been marked as a candidate device: 

39 if the first storage device is more desirable for storing 

40 the data unit than the marked candidate device as indicated by the RSVSs associated with the 

41 first device and the marked candidate device, marking the first storage device as the 

42 candidate device; and 

43 selecting another placement rule from the set of placement 

44 rules that has a D VS indicating the next highest degree of relevancy; and 

45 (g) iterating steps (b) through (f) until a storage device is identified for 

46 storing the data unit or until all the placement rules in the set of placement rules have been 

47 processed; and 

48 (h) if all the placement rules in the set of placement rules have been 

49 processed and a storage device has not been identified for storing the data unit, selecting the 

50 storage device marked as the candidate device for storing the data unit. 

1 49. In a storage environment comprising a plurality of storage devices, a 

2 system for identifying a storage device from the plurality of storage devices for storing data, 

3 the system comprising: 

4 means for receiving a signal to store a data unit; 

5 means for identifying a set of one or more placement rules configured for the 

6 storage environment, each placement rule comprising data-related criteria identifying one or 

7 more conditions related to one or more characteristics of the data to be stored and device- 
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8 related criteria identifying one or more conditions related to one or more storage device 

9 characteristics; 

1 0 means for calculating a data value score (DVS) for each placement rule in the 

1 1 set of placement rules based upon the data-related criteria of the placement rule and 

1 2 characteristics of the data unit; and 

13 means for determining a storage device, from the plurality of storage devices, 

14 for storing the data unit based upon the set of placement rales and their associated BVSs, 

1 5 characteristics of the plurality of storage devices, and characteristics of the data unit to be 

16 stored. 



50 



WO 03/021441 



1/6 



PCT/US02/2771S 




Fig. 1 



We 0.1/021441 



PCT/US02/2771S 



2/6 



206 



220 



208 



Storage Subsystem 



Memory Subsystem 




ROM 


RAM 











File Storage 
Subsystem 



210 



21* 

Bus Subsystem 



DMS104! 



212 



1 



User Interface 
Input Devices 




User Interface 
Output Devices 



214 



Communication networks, other 
computer systems, storage 
devices 



Fig. 2 



WO (53/021441 



3/6 



PCT/US02/2771S 



300 



302^ 


^304 


^-306 


File selection criteria 


Data usage criteria 


Location constraint 


File type is "Office files" 


Last access <= 7 days 


Local 


File type is "Office files" 


7 days < Last access <= 
30 days 


Bandwidth > 40MB 


File type is "Office files" 


Last access > 30 days 


NONE 


File type is "Email files" 


Last access <= 7 days 


Volume group = 
New volumes 


Relevance score >= 0.5 


Last access <= 30 days 


Bandwidth > 40 MB 


Null (default) 


Last access <= 7 days 


Local 


Null (default) 


Last access > 7 days 


Bandwidth > 40 MB 



308-1 

308-2 

308-3 

lo8-4 
^308-5 
^308-6 
308-7 



Fig. 3 



WO 03/021441 



PCT/L'S02/2771S 



4/6 



400 



Receive a signal that triggers evaluation of a 
storage policy 



T 



4C2 



Determine a set of one or more migration rules 
that evaluate to TRUE based upon the signal 

received in step 402 t A(%/i 



Determine a set of one or more placement m!es 
corresponding to the set of migration rules 
determined in step 404 



405 



Generate a score (DVS) for each placement rule 
determined in step 406 


408 




f 


Rank (or order) the placement rules identified in 
step 406 based upon the DVSs calculated for 
the rules in step 408 


410 




f 



Identify a storage device for storing the data file 
based upon the ranked placement rules, based 

upon device characteristics of the storage 
devices available for storing the data file, and 
based upon the data file characteristics 



Store the data file on the storage device 
identified in step 412 



414 



Fig. 4 



WO 03/021441 



PCT/US02/27715 



5/6 



From step 410 in Fig. 4 



r 



502 



Frcmthsr^kedtlstcfplESsxent I 
rales, select a previously 
| unprocessed placement rjle with the \ 
highest ranking J 



From the devices identified in step 
60S, identify a device with the highest I 
negative RSVS 




To step 414 in Fig. 4 



Fig. 5A 



\\G 03/021441 



PCT/IS02/2771S 



6/6 



From step 504 _ 
in Fig. 5A 



Identify devils specified by the location constraint 
criteria of the placement rule selected in step 502 



Yes—, 



j Select the device 
identified in step 532 
for storing (he data file 




j 532 



Based upon the data file to be 
stored, snd the current selected 
rule, identify one or more 
devices from the devices 
identified in step 532 whose 
device requirements are met 



h 

538 



To step 526 
in Fig. 5A 



h 

540 



To step 414 
in Fig. 4 



1 




Calculate RSVSs for each 
device identified in step 540 






From the devices identified in 
step 540, identify a device with 
the highest positive RSVS 



542 



550 



2i 



From the devices 
identified in step 540, 
select a device' with the 
highest negative RSVS 



-No- 





544 



Select the device 
identified in step 544 
for storing the data file 



548 



To step 414 
in Fig. 4 



^^mdidate" device}^ 




Yes 
T 




Mark the device 




identified in step 550, 




as the "candidate 0 


.< — . 


device 





Fig. 5B 



554 



To step 523 
in Fig. 5A 



INTERNATIONAL SEARCH REPORT 



Intern:: tier.." I t:pp:irr.::sn Xc. 
PCT/US02/277S5 



A. CLASSIFICATION OF SUBJECT MATTER 

IPC(7) :GCSF U/fiO, I2/C0, 13/14, 17/30; GOGT U/40 
US CL :710/5; 7 11/ 113, 114, 154, 162; 707/'204. f '206; 709/225; 345/595 
According to International Patent Classification (IPC) or to both national classification and IPC 

B. FIELDS SEARCHED — 



—J 



Minimum documentation searched (classification system followed by classification symbols) 
VS. : 710/5; 711/113, I !<!■, 154, 160; 707/204 % 1205; 709/225; 345/595 



Documentation searched other than minimum documentation to the extent that such documents are included in the fields 
se 



Electronic data base consulted during the international search (name of data base and, where practicable, search terms used) 
WEST 



C DOCUMENTS CONSIDERED TO BE RELEVANT 



Category* 


Citation of document, with indication, where appropriate, of the relevant passages 


Relevant to claim No. 


Y 


US 6,269,382 Bl (CABRERA et al.) 31 July 2001, 
the entire paper is relevant 


1-49 


Y 


US 5,933,603 A (V AH ALIA et al.) 03 August 1999, 
the entire paper is relevant 


1-49 


Y 


US 5,131,087 A (WARR) 14 July 1992, 
the entire paper is relevant 


1-49 


Y 


US 5,606,689 A (NAKAGAWA) 25 February 1997, 
the entire paper is relevant 


1-49 


A 


US 5,506,986 A (HEALY) 09 April 1996, 
the entire paper is relevant 


1-49 



_X| Further documents are listed in the continuation of Box C. [^j See patent family annex. 



Special categories of cited documents: 

document defining the general state of the art which is not 
considered to be of particular relevance 

earlier document published on or after the international filing date 

document which may throw doubts on priority claim(s) or which Is 
cited to establish the publication date of another citation or other 
special reason (as specified) 

document referring to an oral disclosure, use. exhibition or other 
means 



"P a document published prior to the international filing date but later 

than the pri ority date claimed 

Date of tne actual completion of the international search 



later document published after the international filing date or priority 
date and not in conflict with the application but cited to understand 
the principle or theory underlying the invention 

document of particular relevance; the claimed invention cannot be 
considered novel or cannot be considered to involve an inventive step 
when the document is taken alone 

document of particular relevance; the claimed invention cannot be 
considered to involve on inventive step when the document is 
combined with one or more other such documents, such combination 
being obvious to a person skilled in the art 

document member of the same patent family 



30 SEPTEMBER 2002 



Name and mailing address of the ISA/ US 
Commissioner of Patents and Trademarks 
Box PCT 

Washington, D C 20231 
Facsimile No. . (703) 305-3230 



Form PCT/ISA/210 (second sheet) (July 1908)* 



Date of mailing of the international search report 

03 JAiN! 2003 



Authorize^oflicer 

THUY PAR DO ^ $l~i5&J£ 

Telephone No. (703) 305-1091 



INTERNATIONAL SEARCH REPORT 



| International application No. 
?CT/USC:?A277:s 



Box I Observations where certain claims were found unsearchable (Continuation of item 1 of first sheet) 



This international report has not been established in respect of certain claims under Arude 17(il)(a) for the following reasons 
1. | j Claims Nos.: 

because they relate to subject matter not required to be searched by this Authority, namely: 



□ 



Claims Nos.: 

because they relate to parts of the international application that do not comply with the prescribed requirements to 
such an extent that no meaningful international search can be carried out, specifically: 



3. Claims Nos.: 

because they are dependent claims and are not drafted in accordance with the second and third sentences of Rule 6.4{a). 



Box II Observations where unity of invention is lacking (Continuation of item 2 of first sheet) 



This International Searching Authority found multiple inventions in this international application, as follows: 



1. |J As all required additional search fees were timely paid by the applicant, this international search report covers all 

searchable claims. 

2. Q As all searchable claims could be searched without efTort justifying an additional fee, this Authority did not invite payment 

of any additional fee. 

3. Q As only some of the required additional search fees were timely paid by the applicant, this international search report 

covers only those claims for which fees were paid, specifically claims Nos.: 



4. Q No required additional search fees were timely paid by the applicant. Consequently, this international search report is 
restricted to the invention first mentioned in the claims; it is covered by claims Nos.: 



Remark on Protest Q The additional search fees were accompanied by the applicant's protest. 

I | No protest accompanied the payment nf additional search fees. 



Form PCT/1SA/2IO (continuation of first sheet(I)) (July 1908)+ 



INTERNATIONAL SEARCH REPORT 



International application No. 
PCT/US02/27715 



Cptatinm-uon). DOCUMENTS CONSIDERED TO BE RELEVANT 



Cuiago; y e Citation of document, with indication, where appropriate, of the relevant passages 



Relevant to claim No. 



US 5,689,681 A (PETERSEN) 18 November 1997, 

the entire paper is relevant 



US 6,035,373 A (IWATA) 07 March 2000, 
! the entire paper is relevant 

US 6,154,817 A (MOHAN et si.) 28 November 2000, 
the entire paper is relevant 

US 5,798,766 A (HAYASHI et aL) 25 August 1998, 
the entire paper is relevant 



1-49 



1-49 



1-49 



1-49 



Form PCT/1SA/210 (continuation of second sheet) (July 1998)* 



